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Npeancnosue

1. Hemnoro npo Lafox.Net

Lafox.Net! pacrpocTpanser crobomroe mporpammuoe obecrieuenme. Lafox.Net* TakimM 06pa3oM BHOCHT CBOi
BKJIa/I B IOy JIAPHU3AIUIO U PACIPOCTPAaHEHNE OnlepalinoHHo# cucreMbl GNU/LINUX .

Kpowme pacupocrpanenus cso601H0ro nporpammuoro obecueuyenns na CD-nuckax, komana Lafox. Net® akrusno

3anuMaercs passurueMm Mandrake Linux. B gacTHOCTH, MBI TIOIEP:KUBAEM PYCCKYIO Bepcuio caiita Mandrake

Linux http:/ /www.mandrakelinux.com/ru/, nenaem nepeso/ipt Ha pycckuii jokymenraiuu http:/ /www.mandrakelinux.ce
IPUHUMAEM YYACTHE B HAIMCAHUY aHIJIOA3BIMHON JOKyMeHTanuu 1o Mandrake Linux, a TakzKe B JIOKAJIA3AINN

Mandrake Linux.

2. O6 aTom pykoBoacTBe

Lafox.Net® 3annmaercs pacupocTpaHeHneM cBOO0THOIO IPOrpaMMHOI0 00eCIIeUeHN, & TAKKE HEKOTOPOI 110 /1€PKKOil
nonb3oBareseit Linux. Ham gacTto mpuxoguTcs orBedarsh HA OJHOTHUIIHBIE BOIPOCHL. JIaHHBIH IIPOIECC MPUBE
HAC K MBICJIM CO3ATh JAHHYIO KHUTY.

OTa KHHUIa sBJISeTCH COOPHUKOM THIIOBBIX PEIIeHW I HauboJiee 4acTO BCTPEYAINUXCs 3a1ad mox Man-
drake Linux. Takum 06pa3oM, 3Ty KHUTY MOKHO PacCMaTPUBAThL KaK HECKOJILKO pacimmpenusie FAQ mo Man-
drake Linux. Kaura cofep:KuT npsMblie yKa3aHUs M0 HACTPOIiKe u ucnoab3oBanuio Mandrake Linux B kagecTBe
pabowueit cranmun u cepepa. Mbl mocTapaanch yaepKaTbCsa OT IPUBEIEHUs] TEOPUH U OIMCAHUS PEIKO UCIOIB3YEMbIX
dbyHKIMH ¥ TPUBOINTH TOJBKO OMUCAHUE JIeHCTBUIT IJTst OBICTPOI TUITOBOM HACTONKHU. DTa KHUTA CKOPEE SIBJISET
c0o00it HabOP TOITATOBBIX WHCTPYKITAI.

Mps1 ocTapainch BO3IEPKATHCS TAKKE OT OMUCAHNS MHCTPYMEHTAJIBHBIX CPEICTB HACTPOUKY, OTIAB MPEANOUTEHNE
OMMCAHUIO BCEX JIEUCTBUI Yepe3 yTUINTHI KOMAHIHON CTPOKY U MPSIMOE PEIaKTHPOBAHNE KOH(MDUTYPAITMOHHBIX
daiinos. MbI cuuTaem, 9TO TAKOHA IOAXO, JIyUllle, TAK KaK OH: BO-IIEPBLIX, KOPOYE B U3JIO2KEHHUH, 8 BO-BTOPbIX,
MEHBITIe TIPUBA3AH K ONEepaInnoHHoil cucreme. Vcxomst M3 3TOro, MPpaKTHYECKW BCE, OMUCAHHOE B dTOH KHUTE
(kpoMe TpoIecca WHCTAJIIAINN W CIOCODOB YCTAHOBKY MAKETOB, a TaKKe, B HEKOTOPBIX CIydasX, myTeil K
daitnaMm u KaTajioram), BIOJIHE CIIPABEIJIMBO U /I CUCTeM, OTau4HbIX oT Mandrake Linux. Bee, yro Kacaercs
HACTPOWKM CEPBUCOB (IEMOHOB), MOYKHO CMEJIO TTPUMEHSThH JJIst APYTrux nuctpudbytusoB GNU/LinUX , a Takke
ays apyrux UNIX cucrem, Taknx kak FreeBSD.

Henbio pykoBoicTBa siBisieTcs He o0y denue padbore ¢ GNU/Linux , a ObicTpasi, B TedeHun 1-2 9acoB, HACTPOUKA,

CHCTEMBI U OCHOBHBIX CEPBUCOB. MbI IJTAHUDYEM MIOCTOSTHHO PACIIAPSTE U IOTIOJIHATH 3TO PYKOBOICTBO. CBEXKYI0

BEPCHIO BCer1a MOXKHO 1oty 4uTh Ha http:/ /lafox.net/docs/. Mbl Takzke co3nasu Ha HareM GopyMe HO/IePKKY
ClLIelMaIbHbIHA paszes s obcyxaenns sroit kuuru (http:/ /lafox.net/support/). B srom dbopyme mozxuo (1

HY?KHO) OCTaBJIATH 3asBKM HA HOBBIE PA3/IEJIbl KHUTH, 8 TAK¥Ke YKa3bIBATh HA BCE HETOYHOCTH, KOTOPHIE BaM

“mocaacTMBUIOCH” OOHAPYKUTH. MbI Oy aemM O6/1aroqapHbBI 33 OT3BIBBI U MPEITOKEHNST.

Nraxk, 3aa49a COCTOUT B CJIEIYIOIIEM:

o Ecrb: uacramisgnuonnsie qucku Linux Mandrake 9.1

* Hy:xno: ycranoBuTh 1OJIHOIEHHYO PAO0YyI0 CTAHIIUIO C XOPOIel pycudukanueii, a Tak»Ke CeTeBoii cepsep,
KOTODBIH OyIeT 3aHUMATHCSA TAKAMU BEIIAMY, KAK:

« BoinosiaaTh GyHkimu DNS cepsepa (named);

. 77

o BBINOJHATH QYHKIIAY MAPIIPY TU3ATOPA U 3aHUMAThCs “pa3gadeii” internet rpaduka BO BHY TDEHHIOIO CETh
(IPMASQUARADE);

o BBIMOJHATH GYHKIMH KIMUPYONEero npokcu cepsepa st HTTP rpaduka (Squid );
o BbIIOJHATH PyHKImMY Kopuoparusaoro FIP cepeepa (ProFTPD);

o BBINOJHATH (GYHKIMH KOPIOPATHBHOTO (haiiyioBoro cepsepa (Samba);

* BBINOJHSTH (DYHKINH KOpriopaTuaoro mouroBoro SMTP ceprepa (Postfix );

* BBIIOJHATH (DYHKIMU KOPIOPATUBHOI'O IOYTOBOro pop3/pop3s/imap/imaps cepsepa (IMAP);

http:/ /Lafox.net/
http:/ /Lafox.net/
http:/ /Lafox.net/
http:/ /www.mandrakelinux.com/ru/fdoc.php3
http:/ /Lafox.net/
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IIpeducnosue

o BBIIOJHATH GyHKIMH KopnoparusHoro Web cepsepa (Apache ).

Haunewm mozkamyit, ¢ yCTAHOBKHM CHCTEMBI:

ii



Mnasa 1. MNowarosbie MHCTpyKLUUN

V Bac I0/2KHO ObITH 3 MHCTAIANMOHHBLIX aucka ¢ Mandrake Linux 9.1 u npubsmsurensao 3GB csobomuoro

MECTa, Ha JKECTKOM JWCKe (3TO MOYKET OBITH MOJHOCTHIO HEUCIOJB30BAHHBIN pPA3/Ies W MeCTO, BOOOIIe He
3aHsaToe pasaeaavu). B BIOS Barero KoMmbioTepa pekoMenayercs mpocrasuth PNP OS Installed = NO  wiun

OFFE TobuBaemcs TOro, 9rodbl KoMmmbiorep Mor 3arpyxkarbes ¢ CD-ROM. Britiouaem Bee epudepuitnoe obopyoBamme
(MpuHTEPHI, CKAHEPBI, MOJEMbBI W TJ): 3TO HEOOXOAWUMO IS TOTO, YTOOBI MPOrPaMMa, YCTAHOBKY HAIIIA UX B
MIPOIIECCE MHCTAJLIAINAN.

Bcerasasiem nepsbiii auck (Installation CD1 ) ¥ I'PY3HUMCH C HEro.

[Ipwm 3arpyske cpa3y nosBurcs rpadudeckas 3acraBka ¢ Bornpocom: Fl-gms mononuaurenbabix onmuit nin EN-
TER gy uacrammanun unn oonosiaerus. Haxkumaem ENTER u moxkunnaemcs 3arpy3ku rpadpuaeckoro narepdeiica
MHCTAIITOpA. Jlasee cieayioT moIaroBble HHCTPYKIUN:

1. Language : BBIGOp sA3BIKa. Beibupaem: Europe -> Pyccrxut. n xxveM Hastee ->. Ecan HyKHa MoAAepKKa
YKPAWHCKOTO, BCE PABHO BBIOHPAEM PyCCKHii (0 TOM, KaK CIEIaTh HOIEPIKKY YKPAMHCKOrO Bbl y3HAETe
B raiase L. 2).

2. unensus: BoiOupaem IIpuHATE n xMem kHOMOUKY Jlastee ->. Pazymeercs, 9ro eciu BbI mepBbIid pa3
ycranapnmupaere Mandrake Linux, nam Bam IPOCTO MHTEPECHO, TOTIa MOXKETE €€ U IIOYUTATD :-).

3. Tun Msmu:- BeIOepuTe cBOi. Yamie Bcero 310 PS/2 -> crampapramit wim PS/2 -> craspaprias mumb c
xonecuxoM. B OOBITMHCTBE C/TydaeB 37eCh BOODIe HUIero MeHsTh He Hato. 2Kvem dastee ->.

4. Packnamka KIaBHaATypH: OCTaBIsIeM Pycckaa. 2Kmem dasiee ->.

5. Topsiume KIaBuuu IepeKINYEHHS PACKIAIKH KIaBHATYPH: BLIOMPAEM TO, K 4eMy npuBbikin, Hanpumep, Ctrl+Shift.
Kvem Tasee ->.

6. VYposenr 6esomacmocTtz um €mail xyma 6ymyT mocHIaTbhCA OTYETH IO 6e3omacHOCTH: [IOKA OCTABUM CTaHLAPTHHH
u BBeZeM email admin . ZKmem Tanee ->.

7.Bubop Tuma pasMeTKu nucka:BblOepeM pyumas. Jlasiee BbiOupaem cBobogHOE MecTo (6es10ro nBerTa) u co3aaem
HYy KHBIE pa3/iessl. B mpocrteiiniem ciaywae Tpebytorcs Toabko “/” u “swap”. Pazmep “swap” pekoMmenyeTcst
BbIOMpaTs mpuMepHO 2*RAM, 1O ecth ecam y Bac 128MB mamaTn, T0o swap BosemuTe ~250-300MB. B
cydae MCIOJb30BaHMA LinuX Kak cepBepa, PEKOMEHIYeTCs CO3aTh TakxKe paszensl /var u /home, a
TaKKe CIEIATH OTIEBHBIMU PA3/Ie/IaMHU Te MECTa, KOTOPBhIE MOTYT OBITh MEPETOTHEHBI TIOJIH30BATEISMH,
paboraromumMu cepBucamu uin Jior daitaavmu. Hampumep:

e /var/log :CrOIa MUITYyTCS CUCTEMHBIE JIOTH U JIOTH OOJIBIITIHCTBA, CEPBUCOB;

o /var/ftp  :3mech pasmeratoTcs gaitnbl, pacnpocrpansgembie mo FTP;

o /varlwww :31ech pasMeIaioTcs Balu Web- caiiTor;

 /var/spool/mail ! 371eCh Pa3MENMAIOTC MOYTOBbBIE AMUKY BAIIUX MOJIB30BATEEH;

¢ Jusr/local :9TOT pa3/eJl MOYKHO CO3/IaTh OTEJIbHBIM, €CJIM BbI HAMEPEBAETECH YCTAHABINBATD C TIOMOIIIBIO
KOMIINJIAIINWA ,Z[OHO.HHI/ITe.T[beH‘/JI COCI)T U XOTUTE ‘{TO6I:>I OH 6]31.]'[ JAOCTYIIEH IIOCJIE TIEPEyCTaHOBKHU CUCTEMDI,

 /var/spool/squid/ : 371eCh JIEYKUT KIIIT TPOKCH- cepBepa Squid ;

e /varllib : 37IeCh MHOI'HE CEPBUCHI, HAIIpuMep, cepBepa 6a3 nanabix MySQLu Postgres , xpansar daitab
0a3 JaHHBIX.

HamomunraeMm, 9T0 3T pa3iesnbl 1e1aTh Heobsa3aTembHO, OCOOEHHO /11 pabodeil cranmun. Pa3mepsl 3Tux
pPa3IeIoB BLIOMPANTE CAMOCTOSTEILHO, UCXOMSA M3 33149 HACTPANBAEMOrO CepBepa M pa3Mepa, Balllero
JUCKA.

8. Bubop rpynn makeTos:CTABHM BCE MAJIOYKW, KDOME Apyrue rpadudeckue paboume CTous U Bu6Op oTZenbHHX
IaKeToB.

3ameuvanue: BaxHo ekntouunte BCE, 4T0 KacaeTcs cepsepoB u ceTeBbix paboyux ctaHumnii, a Takxe LSB n paspaborku.
Ewe ny4we oTmeTnTh BCE pasaenst, He BbIbMpasi onumy subop oTmensHHX maxeTos. [10HAS MHCTANNSLMUS B 3TOM
cnyyae byger 3aHumaTe npumepHo 2GB. B cnyuvae, ecnn Bbl ycTaHaBinBaeTe CepBep, Bbl MOXKETE OTK/IOHUTL
BCE YTO KaCaeTcsi urp, OpUCHbIX NpunoXeHnii, a Takxe GNOMEa KDE XoTts yctaHoska, Hanpumep KDE pabote
cepBepa He NoMeLuaeT :-).

Kvem Tasee ->.

9. UHCcTaMIaTOD 33/1a€T BOMPOC O HEOOXOAMMOCTH yCTAHOBKY HEKOTOPBIX CEPBEPHBIX MPOIPAMM, TAKKX KaK
ProFTPD, Postfix, bind u T.1.. OTBewaem [la u 2xmeMm KHOoUKy JlaJjiee ->.



T'aasa 1. Howazosbie UHCMPYKUUY

10. Hacnazk naemcs npoueccom ycranoBku (~10-60 MuH B 3aBUCMMOCTH OT IIPOU3BOAUTE/IbHOCTH KOMIILIOTEPA).
B xo1e ycranoBku, MO0 TpeOOBAHWIO MHCTAJIATOPA, BCTaBjseM 2-oif muck (Installation CD2 ) u 3-it
muck (International CD ).

11. Napons root : BBeAWTE ABAXKIBI TAPOJIH CYTEPIOIbL30BATENIS CUCTEMBL. 00t - 3TO CyNepIOJb30BATEh
B cucremax UNIX, yem-to manomunaer “Aavunucrparop” 8 M$ Window$ NT /2000/XP. IIpu Buibope
[IApPOJIst PEKOMEH/LyeTCsl CJI€/IOBATH CJIEYIOIIMM [IPABUIIAM: TIAPOJIb HE JTOJIZKEH OBITH CJIOBOM U3 CJIOBaPs
MJIN KAKUMU-TO JIMYHBIMU JTAHHBIMEU BJIQJIEIbIA (HEe MapKa aBTOMOOUJIS W HE JAaTa POXKICHUS a TayKe He
word). [Tapons qomken copepkarh GOIbIITE U MATeHbKHE OYKBBI U, XKEJIATETHLHO, TakKe nudpbl. [Ipu
STOM NBPOIL JOIKEH ObITDH JIErKO 3aI0MUHAEMbIM, JIJisi TOIO 9TOObI BAM HE TPEOOBAJIOCH €10 3aIIUChIBATD.

Kaxk npumep reneparopa xopoluux napoJeit moxem npusecru http:/ /lafox.net/utils/pwgen/>

Kvem Tasee ->.

12. JTobasnstem oObITHOTO TOMB30BaTesd. Ilycts aTo 6yaer admin . ZKenarenbHo, ITOOBI TAPOTH He COBITAIAT
C IAPOJIEM CYIEPIIOIb30BATEIs 00t U BHIOMPAJICS 110 TAKKUM K€ IPaBUIaM, Kak u Jjis root . O6parure
punmanue, 9o B UNIX-cucremax (u B Linux) nmena nosb30BaTeieii 1 nx mapoJid perucTpOBO-3aBUCUMBIE.
To ecth monmbp30BaTENb C JOrMHOM admin ¥ MOJIB30BATENb C JOTHHOM AdMIn - 3TO IBa COBCEM PA3HBIX
[IOJIb30BATEIS.

13. ABToMaTHueckuit Bxonm B cucTeMy: DEKOMEHJIyEM OTKJIOYUATH 3Ty BO3MO2KHOCTH, OCODEHHO €CJIA HACTPANBAEMbIi
BaM# KOMITHIOTEP Oy/1eT BBIMOJHATD (DYHKIIMH CEPBEPA, UK €CJTH BbI COOPATNCH XPAHUTH Ha HEM ITO JIHOO
Bazkuoe. [Ipu TakoMm pexume JI000i U€JI0BEK, BKJIIOUUBIINN B BAIlleM OTCYTCTBAU KOMITBIOTED, CPa3y
6e3 BBOJA MAPOJIsi MOJYYIUT JOCTYT KO BCEM BaIllMM mporpamMmam u gaHHbiM. Ha cepBepe 310 BOOGIIE
HEJIOIY CTHMO.

14. YcTanoska mawanbHOTo sarpysumka: BblOepuTe llepeuit cekrop mucka (MBR).DTO He siydinii BADUAHT, HO
[IPU OTCYTCTBUM OIIBITA - CAMBII IPOCTON M HAJEKHBIIL. °

15. Cogxa: 371€Ch HY2KHO OCTAHOBUTCS OOJIee JeTAJIbHO.

e Cuctema -> Yacosoit mosc:BMecTO Europe/Moscow soiOupaem Europe/Kiev |, eciiu Bbl 2kuBeTE HA Y KDAUHE.
Ilorom cEHMMAaeM rajlouKy anmapaTHae dYack BhcTaBiems mo GMT

» O6opyzmosamme -> Ipadpwueckmit mmTepdeiic: BbIGEpHUTE 37eCh CBOIO BU1eOKApTY. OOBIYHO HHCTAIISATOD
caM OIIpeJie/IfeT TUI BUAECOKAPTHI 1 MOHUTOD (B GosbumHCTBe ciiy4daes plugn’play), mosromy ckopee
BCETro HUYEro MeHdTb 31€Chb HE HpHﬁﬂeTCH.

e Boot -> cepsuch: HAXKMMaeM JIEBYIO HIKHIOIO KHOTTOUKY Pa3BepHyTh JepeBo i yonpaem Bce JINTITHee.
Huzxe nomevenbl 38€3/109K0#1 * cepBUCHI, KOTOPBIE HCIOJIB3YIOTCS TOJIBKO HA cepBepe. B ciryvae HacTpOiKu
pabodeii craHnyy KX TOXKE MOKHO OTKJII049aTh. VITak, ocraBisieM BHIOPAHHBIMU CJIELYIONIUE CEPBUCHIL:

« alsa - paciupeHHast 3ByKOBasi apXuTeKTypa B Linux (kouneuno, ecyim y Bac ectb SoundCard);
o atd - MO3BOJIAET 3AIIyCKATDh 3aJaHUs B OIIPEIEICHHOE BPEMS;

e Cron - IIAHUPOBIIMK 3aauuii (anasor meaysiepa B M$ Window$);

« harddrake - orciexxuBaeT u3MeHEHUs B KOH(DUTYPAIINYT KOMITBIOTEDA;

» keytable -3arpyzxkaer pyccKyio pacKaaJKy KJIaBUATYPbI;

« kheader - MO>XKHO OCTaBUTH, OCOOEHHO €CJIH BBI Oy/IeTe YaCTO UCIOJIb30BATH 3ar0J0BOYHbBIE (DAMIIBI
daapa;

« network - 3amyckaer cereBbie HHTEPGENHCHI;
e random - MepemHUINNATNIUPYET CUCTEMHBIN T€HEPATOP CIYIANHBIX UUCETT;

« rawdevices - 0OCTaBUTH B CIy4ae, €cjiu y Bac ectb DVD;

1. TIporpammbl 10 B3/7I0MY MapoJiel CHAYasIa mepeOupaioT BapUaHTH U3 CaoBapeil. esioBeK, moI0MpPAIONHi Tapoin,
B LIEPBYIO OYEPE/lb ILITAETCH MOIPOOOBATH CJIOBA, KAK-TO CBA3aHHbIE JIAYHO C BaMU, HAIIPUMED, uMsd Bameil cobaku
WM Ha3BaHWe Baleil yaurpl. 1e/IoBeK, CTapalOIMiCs MOXUTUTH Balll MapoJib, B MEPBYIO OYEpeb OCMOTPHUT Ballle
pabodee MeCTO Ha TIPeaMeT 3aIUCaHHbIX mapoeir. OrpoMHOE YrCII0 B3JIOMOB IIPOU3OIILIO W3-3a TOT0, YTO MOJIHb30BATEN
3AIKUCHIBAJIMA CBOI 11APOJIb HA KOBPUKE /15l MbIILIY UM MOHUTODE.

2. http://lafox.net/utils/pwgen/

3. B wmpmeane 3arpy3umk HyKHO craBuTh B "IlepBblii cekTop KopHeBoro paszzena’. Ho B atom ciydae cymecrByer
0oJibIIasi BEPOATHOCTH TOrO, 9T0 LiNUX 0 OKOHYAHUIO yCTAHOBKH HE 3arpy3uTcs. [l HONpaBJIEHHS STOr0 HYZKHO
3arpysurcst ¢ nmepporo CD-mucka mHCTasusimun B rescue mode, a morom mporpammoii fdisk mpocraButh KOpHEBOMY
paszmeny duaxok "A". Kpome Toro, B TakoM BapuaHTe KOPHEBOH pa3zes qoxKeH ObrTh Primary.
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T'nasa 1. Howazosvie uHCMPYKUUU

« sound - 3Byk. HacrpauBaer mukiiep u r.1.;

+ syslog - ciyzx6a, ¢ HOMOIIBIO KOTOPOi, MHOI'HE IIPU/IOKeHus Uity T log daiibr;

+ xfs - cepsep mpudros (Hyxen 75 X);

« Xinetd - 3alycK HEKOTOPBIX CepBHUCOB, Takux Kak POP3

« devfsd - mommepIKKa CMEHSIEMbIX MO TopsueMy ycrpoiicTs (Hampumep USB mudposbx kamep);
o dm- 3amyck rpaduaeckoit 000109k X;

« named * - DNS cepsep;

o postfix  * - mourosnrit SMTP ceprep;

« cups - cepsep nedaru. Hy»KeH, eciiu BbI OIB3yeTeCh TPUHTEPOM (KAK JIOKATBHBIM, TAK U CETEBBIM);
» httpd *-HTTP (WWW) cepsep Apache2

« iptables - Qaitepsos (bpanamaysp). B Hamem ciydae Hy2KeH i “pasgadn”’ ©HTEpHET;

« proftpd *- FTP cepsep;

« netfs - MOHTHpYeT yjajeHHble ceTeBbie (haiyioBbie CUCTEMBI ([IOJIE3HO);

« smb * - daitmoBbrit cepBep Samba

o sshd * - 3amuimeHHbIil yIaJeHHBIH JOCTYT K KOMAHIHON CTPOKE BAIIETO KOMITHIOTEPA.

o Ecau Bam HEODX01MMO, HACTPONTE TaKKe obopynoBanue -> 3ByKoBasd KapTa U o6opynoBaHume -> IIPHHTEP.
e HacTpoiika cetu:

« BkiiouaeM HcnonssoBaTs aBToompegnenenue M Pexum Dkcmepra. Jlastee ->

« Bribupaem Coenunenne mo moxambmoit ceru. Jlasiee ->

» T'oBopuMm uTO GOsIBITIE HET HUKAKUX ycTpoiicTs (BrIOpaTh NO). Jasee ->

« VkasbiBaem 3zech [P u macky noncern. lasee ->

» Beoaum ums xocra, DNS cepsep u ocHoBHoi# nutio3 (Default GateWay ). damnee ->

« HTTP Proxy m FTP Proxy moka octaBum myctbivu. lasee ->

Ha sTom noka sce. Bosiee 1ogpobHbIM HACTPORKAM CeTH MbI IIOCBSITUM OTE/IbHBIN PA3/Ies 1y Th TO3KE.

Bosspamaemcs B pa3ien ceomka U HaXkumaem Jlasiee ->..

16. YcTanosxa obmommemuit: Ha BOMPOC 00 yCTAHOBKe OOHOBJIEHHUI oTBewyaeTe HET (pa3yMeeTcsi, €CIU BbI HE
xenaere BoikadaTh 200-500Mb urocTpanHoro rpadpuka).

17. Ycranoska 3akondena. z2Kmem Ilepesarpyska u xKjem moka MaiminHa mepe3arpys3urcs. He 3a0yabpre
BorramuTh auck 3 CD-ROM u BoccranoBuThb B BIOS 3arpy3Ky ¢ KeCTKOTO JTUCKA.
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IMnaBa 2. Nocne nHcrannsaymn: obpaboTka HaNUILHUKOM

2.1. Hactpoiika MidNight Commander (mc).

B UNIX cucremax canraercsi 1ypHBIM TOHOM TIOJIb30BATHCs MOA00HBIME (haitioBbiMu MeHemKkepamu. Ho, mpu
nepexoze or M$ Window$, maorum Gy ieT npusiTHO MOy 9uTh B paciopsizkenue (GpaiioBblil MEHEIKED, 1EM-TO
HanoMuHaromuii far/nc/dn/ve ...

o Brmbisaem Tepmunas (Hanpumep, Konsole - B KDETpeThs cjieBa BHU3Y UKOHKA)

e [Tonyuaem npasa nosib3oBaress root (i cTaHOBUMCsE TOOt)
$ su -l

» Ycranasiusaem MidNight Commander
# urpmi mc

« Bossparaemcst u3 pexkuma root B CBOEro moIb30BaTesd
# exit
wnu npocto Ctrl+D u mpocro 3amyckaem mc:

$ mc

* B mewm cpasdy BrIO9aeM: MeHIO -> HACMPOUKY -> 6umbt cume0.406 -> Ioanviii 8-6ummnili 660d. IT0 HEOOXOIUMO
JIJIsl TOTO, 9TODbI MOSIBUJIACH BO3MOXKHOCTHh BBOJA pycckux OykB. Temepb Tam Ke B HACTPOUKAX MeHIO ->
nacmpotixu -> 6umo, cumeoros -> Kodupoexa 660da/eveoda soibmpaem KOI8-U . 9T0 HyKHO 118 TOTO, 4TOOBI
B pemakTope (mcedit) TOSBUIACH BO3MOXKHOCTH PEJAKTUPOBATH (DANIIBI B PA3IUIHBIX KOJUPOBKAX (TAKUX
kaK cpl251 miu cp866). DTy BO3MOKHOCTD MOXKHO BBI3bIBATH B pepaxrope (mcedit) kombunarueil kiaBum
Ctrl+T.

o Bce 310 coxpanum meH10 -> HACMPOUKY -> COTPAHUMD HACMPOTUKY.

 Ilomp3yemes :)

2.2. Hactpoliika nepekntoyeHnst packnagku knasuatypsl ansa X

B ¢aitnuke /etc/X11/XF86Config-4 cexkmmio InputDevice  HYKHO TPUBECTH MTPUMEPHO K TAKOMY BULY:

Section "InputDevice"
Identifier "Keyboardl"
Driver "Keyboard"
Option "XkbModel" "pcl05" # TyT OCTaBUTHL CBOe

Option "XkbLayout" "us,ru(winkeys),ua(winkeys)" # ona 3- x aswkos (eng,rus,ukr)
#  Option "XkbLayout" "us,ru(winkeys)" # ona 2- x aswkos (€Ng,rus)

Option  "XkbOptions" "grp:ctrl_shift_toggle,grp_led:scroll" # urnuxatop ScrollLock
EndSection

B npuBenenHOM puMepe Takke pa3OIOKUPYeTCst JOCTYIT K BUPTYAJTBHBIM TeKCTOBhIM KOHCOIsaM 1o CTRL+F1,
CTRL+F2 ...

Ecan ay»)HO0 TONMHKO 2 A3bIKA, CHUMUTE KOMMEHTAPUil CO CTPOKU
# Option "XkbLayout" "us,ru(winkeys)"
" 3aKOMMEHTUPYHUTE CTPOKY

Option "XkbLayout" "us,ru(winkeys),ua(winkeys)"

He 3a0yabTe miepen BHECEHMEM M3MEHEHW CAeIaTh pe3epBHY0 Konuio daitia /etc/X11/XF86Config-4 . 910
MOYKHO CIeJIaTh CJeAYIONeil KOMaHIO0M:

# cp -f /etc/X11/XF86Config-4 /etc/X11/XF86Config-4.backup

1. Komuposka KOI8-U comepxkut B cebe Bce cuMBOJIbI KOI8-R TLIIOC BCe yKpawHCKUe CUMBOJIBL. [1os1e3H0 BHIOMpPATH €€,
€CJI1 BaM HY?K€H TaK K€ 1 praI/IHCKI/Iﬁ A3bIK.



T'aasa 2. Hocae uncmansnsayuu: 06pabomKa HANUND HUKOM

He 3a0ynpre mocie BHecenus: u3MeHenwit mepe3arpy3utb X-cepsep. s mepesamycka X-server 3akpoiite Bce
npunoxenns u naxxmure CTRL+BackSpace.

2.3. Ycranoska wpudtos M$ Window$

Jlajee MpuUBEIEH TEKCT CKPUTITA, KOTOPBIH moMoraet B ycranoske rmpudtos M$ Window$. Ber Mmokere nepenabuth
9TOT cKpunTt, 1160 B34Th ero ua http:/ /lafox.net/files/install_fonts.sh 2. TaksKe BbI MOXKETE BBITIOJTHATE TE K€
JefiCTBUS BPYIHYIO, AHAJIOTUYHO JI€HCTBUSM BBIIOJIHAEMbBIM B CKPUIITE.

3ameuanue: Bunmanue!!l Vcranoska scex nogpsig wpudtos, umerownxcs 8 M$ Window$, He scerga npoxogut ycnewno.
BbiBaeT Tak, 4TO NPM HANUY UM JONOSHUTENbBHbBIX LWPUGTOB OT TPETNX NPON3BOANTENEN BOSHUKAKOT NPOBAEMbI C NCNONBL30BaHNEM
aTux wpngTos nog Linux. Mostomy mbl cobpann n pasmectunm camble Heobxogumbie n paboTarowme WpNgTb 34eCh:
http://lafox.net/files/ttf.tar.bz2. Pasmep npubnusurensto 5.2Mb.

#!/bin/sh

#Hi# BEGIN #HHH A

##9Tor cxpunt xomumpyer TTF mpumdr or M$ Window$ m ycramasmmsaer mx B cucTewmy.
##(for Linux Mandrake 9.1)

#3ToT ckpunT HeobxomuMO 3amyckaThk mog [OOt

# BHUMAHNE: B crmenywmeil CTpoke yKaXuTe TIPABUJILHHI IyTh K KaTalory, B KoTopoM nexar mpudra M$ Window$

winfontsdir=/mnt/windows/font # XaTanor, B KoTopoM jnexaT mpubpri or M$ Windows$
MSFONTS=/var/lib/ttf # KaTanor, B KOTOpHH MH 6yJeM MX MHCTAIIMPOBATh

mkdir SMSFONTS #cosmaeM KaTalor Ijd WHCTAJUJIALUA

cp $winfontsdir* $MSFONTS # KOnupyeM Wpu@TH

cd $MSFONTS #axomuM B KaTanor, KyZa MH TOJBKO 4YTO CKONUPOBANU WPUPTH

# cosmaeM ommcamus WpHPTOB
ttmkfdir > fonts.dir; cp fonts.dir fonts.scale

#npocTaBafeM IpPaBUIBPHOTO BIaZeiblia U IpaBa LOCTyIa K wpubram
# user root; group root ; npaBa 644

chmod -Rv u=rwX $MSFONTS

chmod -Rv a=rX $MSFONTS

chown -Rv root.root $MSFONTS

# nobaBmseM sToT KaTamor mpudproB B daitn /etc/X11/fs/config
chkfontpath -a $MSFONTS

#inepesanyckaem fontserver
letc/init.d/xfs restart

unset MSFONTS
unset winfontsdir
H#itt END #H#HAHHHHHHHHHHHHHHHH

2. http://lafox.net/files/install_fonts.sh
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Mnaea 3. HacTtpoiika DNS cepBepa

3.1. Kewwnpytowmii DNS cepsep;

Kemmupyrormmit DNS cepeep mozxer mouagobutcs kak DNS cepsep B tokaibpHOM cetn. [Ipu HAIUYUH KEITUPYIOIIET0
DN na Batem cepBepe cerTr Bce KOMITbIOTEPHI B CETH CMOTYT HCIOJIb30BaTh Baill cepBep Kak DNS. Kpome Toro
9TO HECKOJIBKO YCKOPSET PACIO3HOBAHUE [IOMEHHBIX MMEH M 9ACTO HCIOJIb3YeTCd J1a)Ke IPHU HCIOJIb30BAHUU
Linux kax paboueii cranmuu. [Ipuctynum Kk HacTpoiike:

[TpoBesiem uto ycranosiens: (vnin ycranasiuBaeM) makerst bind u bind-utils:

#urpmi bind bind-utils

[Mycts 222.222.222.222 - 510 IP-aapec cepepa DNS Batero nposaiiaepa.

Tenepr BHOCUM m3MeneHusi B daiine /etc/named.conf B cekiuu "controls". Hyuo m00aBuTh ClIeIyronme
CTPOKM:

forwarders { 127.0.0.1; 222.222.222.222; };
forward first;

Hanee npasum daiinnk /etc/hosts - B HEM JIOJI?KHBI OBITH CTPOKH:

nameserver 127.0.0.1
nameserver 222.222.222.222

DTO MOYKET MTOHATOOUTC IJIsT HEKOTOPBIX CJIY>KO M ITPOrpaMM KOTOpbIe He OyayT oopaiarbes K Bamemy DNS
cepsepy.
[Tocse sroro nmepesamyckaem DNS cepsep :

# /letc/init.d/named restart

Temeps BceM XOCTaM B JIOKAJBHOMN CETH MOXKHO yKa3aTh 3TOT cepBep B Kauectse DNS cepsepa.

[Iposeputh paboTOCIOCOOHOCTH MOXKHO CJIELYIOMIIM 00Pa30M:

$ nslookup -sil www.linux.org
Server: 222.222.222.222
Address: 222.222.222.222#53

Non-authoritative answer:
Name:  www.linux.org
Address: 198.182.196.56

$ nslookup -sil www.linux.org
Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer:
Name:  www.linux.org
Address: 198.182.196.56

Kaxk mbr Bugmm, nepssiit pa3 obpamenue nporio K DNS cepBepy Bamero mposaiizepa, a BTOpOil pa3 OTBET
noJtyyen u3 keria Barero DNS cepsepa.
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3.2. Hactpotiika nepsudHoro(master) DNS cepsepe u co3gaHue npsimoii n obpatHoii
30Hbl.

Houycrum y Bac ecrs nomennoe ums mynet.lan Bam xoudercs czesiars ¢Boil cepBep HEPBHYHBIM CEPBEPOM LTI
STOTO JIOMEHA H HCIIOJIb30BATDL y ceOs B CeTH J0oMeHHble nMeHa www.mynet.lan, kolya.mynet.lan u t.1. dna
9TOrO CHavaja monpsuM ¢aiir /etc/named.conf

T T
key mykey {
algorithm hmac-md5;
secret "IriCelUSbPMypSjimBsiTHMauOumRPMkdBjoxVINAXOvxJZNRKGWzFCKibad";

I3

controls {
inet 127.0.0.1  allow { any; } keys { "mykey"; };
/I sTy cTpora mobaBmeHa 3Zechb Ius meleil KoTopHe omucaHHN B riaase mpo DHCP
inet 192.168.1.4 allow { any; } keys { "mykey"; };
/I smecp BMecTo 222.222.222.222 npocraBTe ip DNS cepsepa Bamero mnposaiizmepa
forwarders { 127.0.0.1; 222.222.222.222; };
forward first;

I8

options {

pid-file "/var/run/named/named.pid";

directory "/var/named";

/*

* If there is a firewall between you and nameservers you want
* to talk to, you might need to uncomment the query-source

* directive below. Previous versions of BIND always asked

* questions using port 53, but BIND 8.1 uses an unprivileged
* port by default.

*/

/I query-source address * port 53;

I

/I a caching only nameserver config
I

zone """ {

type hint;

file "named.ca";

I3

zone "0.0.127.in-addr.arpa" {
type master;

file "named.local";

J3
/I Tipsmas u obpaTHHe 30HH OIS ZoMeHa Mmynet.lan

zone "mynet.lan” {
type master;
file "mynet.zone";
allow-update { key mykey; };
I3

zone "1.168.192.in-addr.arpa" {
type master;
file "mynet.reversed"”;
allow-update { key mykey; };

b

i

Kaxk mbI BuauM B KoHne (paiiia nobasuiiennl ase 3anucu "zone". Teneps HaM HeoOX0aUMO co31aTh ete 2 (aiiia
CoAepKaIIuX IPAMYIO U OOPATHYIO 30HY.

Coszmaem daitn obparHoit 30HbI /var/named/mynet.reversed

$ORIGIN .
$TTL 86400 ; 1 day
1.168.192.in-addr.arpa IN SOA ns.mynet.lan. ns.mynet.lan. (

8



I'rasa 3. Hacmpotixa DNS cepsepa

2001042703 ; serial

28800 ; refresh (8 hours)

14400 ; retry (4 hours)

3600000 ; expire (5 weeks 6 days 16 hours)
86400 ; minimum (1 day)

NS ns.mynet.lan.
$ORIGIN 1.168.192.in-addr.arpa.
$TTL 3600 ; 1 hour
1 PTR router.mynet.lan.
4 PTR ns.mynet.lan.

Teneph co3maeM (paita mpsamoii 3061 /var/named/mynet.zone

$ORIGIN .

$TTL 86400 ; 1 day

mynet.lan IN SOA ns.mynet.lan. ns.mynet.lan. (
2001042705 ; serial

86400 ; refresh (1 day)

21600 ; retry (6 hours)

3600000 ; expire (5 weeks 6 days 16 hours)
3600 ; minimum (1 hour)

NS ns.mynet.lan.
$ORIGIN mynet.lan.
localhost A 127.0.0.1
ns A 192.168.1.4
router A 192.168.1.1
www A 192.168.1.1

[To anasioruu B Kouern daiina npsamoit u 0OpaTHOM 30H BbI MOXKETE JOMUCHIBATH BCe 4T yroguo. Obparure
BHUMAHWE HA TO YTO W3MEHEHWs BCTYMAIOT B CHJIy TOJHKO MOCje m3MeHeHus mosis 'serial’. OObraHO mocse
BHECeHWUsI JTIOObIX M3MeHeHuit B 9T (ailinwl serial ysenuauparor wa 1.

3.3. Mepeaaya(forward) 30HbI

Nuora HeobX0auMO OTIaTh KAKyIOTO 9aCTh JOMeHa 11 obcaykuBanust 1pyromy DNS cepBepy. 910 Ha3biBaeTcst
dopBapauHT 30HBL. IJIsT 5TOr0 MOYKHO MPOCTO JOOABUTH MPUMEPHO TAKYI0 3amuch B ¢aiis /etc/named.conf

zone "subnet.mynet.lan"{
type forward first;
forwarders {10.10.10.10;};

h

B srom mpnmepe subnet.mynet.lan - mogmomen kotopsiit BoI mepegaere DNS cepsepy ¢ IP 10.10.10.10. C storo

MOMEHTa OOpallieHns 33 JOMEHHbIMY HMeHaMu *.subnet.mynet.lan 6y 1yt npoxonuts e x Bameny DNS cepsepy
a k cepsepy 10.10.10.10

3.4. Hactpotika sropuyHoro(secondary) DNS cepsepa

Wuoraa HeobxoaumMo "IpOoCeKOHIapuTh 300y - ToecTb HacTpourb ¢Boii DNS rtakum 06pa3om 4robbl OH ObLI
BropuaabiM DNS cepBepom 1j1st Kaxoit b0 30HbL. 110 mpaBmiaM HEOOXOAUMO 9TOOBI ¥ KAKIOTO MEPBUYHOTO
DNS cepsepa (master) 66110 kKak MuHUMYM 2 BTOpudHBIX (slave). Takxke 310 MOXKeT ObITH HEOOXOIUMO €CITH
BaM 110 KAKMMTO IIPUYMHAM HY2KHO CIEJ1aTh CBOI cepBep "aBTOPUTETHBIM /11 KAKOii J1ubO0 IIPOU3BOJIbHOM 30HBbL.
IIpocekonaeputs cBoit DNS MoxxHO nByMs criocobamu:

» C nomornbio web cepsuca Ha http://secondary.net.ua/

* Hacrpours cBOii cepBep camocroaTebHO 1006aBuB B (aiin /etc/named.conf MIPUMEPHO TAKYTO 3aIKCh:
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zone "subnet2.mynet.lan" {
type slave;
file "subnet2.mynet.lan.slave";
masters { 10.10.10.10; };

h

B srom npumepe mbl "cekongapum” 3ony subnet2.mynet.lan nepsuunsiv DNS cepsepom KoTOpOI siB/IsfeTCA
cepsep ¢ IP 10.10.10.10 . nocse mepesamycka DNS cepBepa joszken cozmarhes (aiin /var/named/subnet2.mynet.lan.slave
B KOTOPOM OY/IeT 30HA KOTOPYIO MBI CEKOHIAPWM.
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Inaea 4. Hactpoiika DHCP cepsepa

DHCP (Dynamic Host Configuration Protocol), auramugeckuii mpoToKosI HACTPORKH XOCTOB - 3TO IPOTOKOJI,
KOTOPBIIi IaeT BO3MOXKHOCTh KOMIIBIOTEPAM B CETH II0JIy4aTh CBOM CETeBbIE HACTPOIKHU y ceppepa. B “cereBble
Hacrpoiikn” Bxoxut IP-agpec, macka mogcern, aapec DNS cepsepa, muto3 mo ymonuanuio (default gateway).
Taxxxe DHCP moxker B3aumozeiictsoBars ¢ DNS cepBepoMm n [uHAMWYECKN MEHSTH B HEM WMEHA XOCTOB. B
GNU/Linux mporokon DHCP nogaepxkusaercs gemonom dhepd

4.1. Npoctenwunin DHCP cepsep
Ycranosum DHCP cepsep:

# urpmi dhcpd

Bamyck DHCP cepsepa:

# letc/init.d/dhcpd start

Ocranos DHCP cepsepa:
# letc/init.d/dhcpd stop

[Tocse ycranoBKY® HEOOXOIMMO CO31aTh KOHMDUTY pannoHHkbIit (baiin /etc/dhcpd.conf . Mok HO TpoCTO CKOMMPOBATH
daiin npumepa:

cp /etc/dhcpd.conf.sample /etc/dhcpd.conf

Hamnee mbI Oy1eM BHOCHTD H3MEHEHHsT B 9TOT KOH(MUrypamuonnbii ¢aitn /etc/dhcpd.conf

Paccmorpum cambrit mpocreiimuit BapuanT ucnoab3osanns DHCP cepsepa: mycTs MbI XOTUM, 9TOOBI BCE XOCThI
B ceTn 192.168.1.0/24 nony4asnu IP B quamazone 192.168.1.128-250 . TakKe HaAM HY?KHO, 9TOOBI MAIITHHBI
B CEeTH MCIIOJIb30BaJIM 110 yMO4aHuio nuio3 192.168.1.1  u DNS ceppep 192.168.1.4. Kpome TOro Ham Hy2KHO
9TOOBI KJIMEHTCKAS MAIMHA, 3HAJIA ITO OHA paboTaeTr B 1oMeHe mynet.lan

Hacrpoiiku Takoro cepBepa BBITISIIAT CJIELYIOMTIM 00pa30M:

ddns-update-style none;
subnet 192.168.1.0 netmask 255.255.255.0

{
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.1.4;
option domain-name "mynet.lan®;
range 192.168.1.128 192.168.1.250;

}

B mammewm npumepe nepBasi, 0OpaTUBITIASCS 38 HACTPOUKAMEI, MAIITUHA, IOy IuT aapec 192.168.1.250 , cieayrormas
192.168.1.249  Hy u Tak JaJee.

B ciy4ae, eciu HamM HY>KHO, 9TOOBI HEKOTOPHIE KOMITBIOTEPHI B CETH MOJYYAJA BMECTO CIYUANHBIX aIPECOB
TOJIBKO YKECTKO 3aKPEILIeHHbIN 3a HUMU ajpec (B coorBercTBuu ¢ annaparabiM MAC-aapecom cereBoii KapThl),
TOr'/[a MOXKHO UCIOJIb30BATH TAKYI0 KOH(DUTYPATIHIO:

ddns-update-style none;
subnet 192.168.1.0 netmask 255.255.255.0

{
option routers 192.168.1.1;

option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.1.4;
range 192.168.1.128 192.168.1.250;
host smith # Bacs Cumopos :-)

hardware ethernet 00:0c:29:8b:02:e7;
fixed-address 192.168.1.5;
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I'rasa 4. Hacmpotixa DHCP cepsepa

host neo # Koxna Ilerpos

hardware ethernet 00:22:22:22:22:22;
fixed-address 192.168.1.6;

}

B srom mpumepe IP-anpeca pasmaiorcs ¢ mpussaskoit K MAC-aapecy cereBoit kaptsl. CereBast kapra ¢ MAC
00:0c:29:8b:02:e7 Beera Oy ger moaydars aapec 192.168.1.5 , a cereBas kapra c MAC 00:22:22:22:22:22
COOTBETCTBEHHO ajipec 192.168.1.6 , a oCTaJIbHbIE KOMIILIOTEPHI B CETH OyAyT MOIYYaTh apPeca CaydaiiHbIM
obpaszom B amamasome ¢ 192.168.1.128 mo 192.168.1.250 . Ecau mbr xorum utobbr IP-agpeca mosyvanu
TOJBKO KOMIbIOTEPHI, puBs3antubie K MAC, Torga B JaHHOM IPUMEpPE HYKHO 3aKOMMEHTHPOBATH CTPOKY
range 192.168.1.128 192.168.1.250;

4.2. Hactpoiika annamunyeckoro DHCP cepsepa, cBsizanHoro c DNS

Paboraer 310 cireayionmm 06pa30oM: MAIIMHA B CETH TOJIyYaeT ciaydainbrii IP-agpec u, npu moaydeHnn 3T0ro
IP, DHCP cepsep nepenacrpauBaer DNS cepBep Takum 06pa3oM, 9T0ObI y KOMITBIOTEPOB B CETH HE3ABUCHMO OT
TOrO, KAKO# y HUX B JaHHbIH MoMeHT P, Bceria 661710 O/THO U TOXKE JOMEHHOE MMSI.

®aitret /etc/named.conf , Ivar/named/mynet.reversed , Ivar/named/mynet.zone JOJIZKHBI BBITJIAZIETh TOYHO
TaK, KaK ObLIO OIIMCAHO 31ech: L. 3.

Temepsb mpuBeIEM KakK JOJIKEH BBITJIAAETH (haita /etc/dhcpd.conf

### begin of /etc/dhcpd.conf #EHHEHIHHH T I
ddns-update-style ad-hoc;

subnet 192.168.1.0 netmask 255.255.255.0

{
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.1.4;

range 192.168.1.5 192.168.1.250;

ddns-updates on;
ddns-domainname "mynet.lan";
ddns-rev-domainname “in-addr.arpa";

option domain-name "mynet.lan";

# 39rtoT "secret" HYXHO NepecosZaTh ¢ moMombl KoMarzm dnssec-keygen
# oH pmomxeH 6nTh OJUHAKOBBM B sToM dalime, a Takxe B
# letc/named.conf /etc/rndc.conf /etc/rnd.key
key mykey {
algorithm hmac-md5;
secret "IriCelUSbPMypSjimBsiTHMauOumRPMkdBjoxVINAXOvxJZNRKGWzFCKibad";

k

zone mynet.lan. {
primary 192.168.1.4;
key mykey;

}

zone 1.168.192.in-addr.arpa. {
primary 192.168.1.4;
key mykey;

}

host smith # ArenT CMuT
hardware ethernet 00:0c:29:8b:02:e7;

# option host-name "vasya";
ddns-hostname "smith";

}

host neo # Koxnsa Ilerpos

{
12



I'rasa 4. Hacmpotixa DHCP cepsepa

hardware ethernet 00:22:22:22:22:22;
# option host-name "kolya";
ddns-hostname "neo";

} }
## end of /etc/dncpd.conf #HHHHHIHHHBHHHIHHIH I

B sTom mpumepe marmna ¢ MA C-aapecom 00:0¢:29:8b:02:e7 oJIy9uT uM4 smith.mynet.lan , & MAIIINHA C
MA C-aapecom 00:22:22:22:22:22 moryaut umsi neo.mynet.lan . Mmena ocranbubix Mamiu Oy ayT GOpMEPOBATHCS
na ocuose 3anpoca DHCP kiuenta. B caygae ¢ M$ Window$ sTo 6yner “umsa komnpiorepa”.

s roro, arober DHCP cepeep mor ynpasiisite DNS cepBepom, HE0OXOAUMO TaKKe OTPEJAKTHPOBATD CJIELYIOIIIE
daiinbr: /etc/rndc.conf

i begin of letc/rndc.conf ##H#HEH#HEHHIHHIH I
key mykey {
algorithm hmac-md5;
secret "IriCelUSbPMypSjimBsiTHMauOumRPMkdBjoxVINAXOvxJZNRKGWzFCKibad";

h

options {
default-key mykey;
default-server 127.0.0.1;
default-port 953;

5

#HH End of Jetc/rndc.conf #HtHHHEHHHHHHHER T
u /etc/rndc.key

key mykey {
algorithm hmac-md5;
secret "IriCelUSbPMypSjimBsiTHMauOumRPMkdBjoxVINAXOvxJZNRKGWzFCKibad";

[Mocte BeImoTHEHUS Beex 3TuX HacTpoek nepezamnyckaeMm DNS cepsep u DHCP cepeep u pa6oraem.
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naea 5. Kak pasgatb MHTEpHET Ha JI0KaJIbHYHO CeTb

Mpg1 xoTrM, 9TOOBI MAIITUHBI U3 JIOKAJIHHOM ceTr uMesn JocTy K Internet. B nanrom cirygae Hatn cepeep 10/KeH
BBITMIOJIHATH (DYHKIMY POyTepa (MApIIpyTH3aropa). B #Hem m0aKHO OBITH KAk MUHUMYM B3, WHTEpdeiica:

e OJIMH TIOAKJIIOUEH K WHTEPHET-poBaiiaepy (mycrh 3o eth0);

e a BTOPOIl BKJIIOYEH BO BHYTPEHHIOWO ceTh (mycrh 3to ethl);

s “paspaun” MHTEpPHET BO BHYTPEHHIOI cerb 4dacro ucnosibdyercd [P mackapagunr (IPMASQUARADE).
PaboTaer 3T0, BKpaTIIe, CIeIYIOMIM 00pa3oM: HaKeT, | IOCTYHaOMmTii I3 JJOKAILHOI CeTH Ha POyTep, B CBOEM
3arosioske cozepzkut IP aapec cosnasiiero ero komubiorepa (fasee ip-ucrounuxa) u IP-azipec nynkra HasHadeHud
(nasee ip-nmosyuaress). Poyrep B 3TOM Ciydae HojMeHsET ip-HCTOYHUKA HA CBOH ip M OTILIPABIIsieT STOT HAKeT
mosry4daresio. Ilosyuarens popMupyer OTBETHBIN MaKeT Jjis poyTepa. PoyTep mpuHUMaeT 3TOT MakeT, HO OH
3HAET, YTO TOT IIAKeT IPeJHA3HAYEH He eMy (IyTeM 3allOMUHAHUA HOMEDA IIaKeTa) U, 3aMEeHsSeT B HEM ip-
LOJTyyaTesis HA ip-HCTOYHMKA, 3aT€M OTLPABJISET STOT LAKET JIOKAJIbHOU MmamiuHe B ceru. Taxum obpasom,
MTOJTYy9aeTCsl, 9TO MAITHHBI BO BHYTPEHHEH CEeTH MOJIyJIaloT JOCTYI B WHTEpHET OT mMeHu poyrepa. OTciomga u
nazsamnne “IP-mackapagumar”, Tak Kak MapIIpyTA3ATOP MACKUPyeT cBouM [P Malmmabl BHY TPH JTOKATBHOM CETH.
D10 aeT BO3MOXKHOCTD CEPHE3HO MOBBICUTD 3AIUINEHHOCTD PA00YUX CTAHIMN BHYTPH CETH U ODECIEYUTh UX
MHTEpHETOM 03 pa3madn uM peaabHbiX [P azpecos.

B ornmaun or npokcu cepsepa (zanpumep SQUID), sror crocob mo3sosisier xoporo paborars He TosbKo http,
Ho u ftp/pop3/smtp/ssh/telnet/ ...... npakTuaecku JJEOBOMY cepsucy. IIpu 3ToM He HYKHO 00BACHATH CEPBHCY,
9TO OH pabOTAET Yepe3 MPOKCH.

[Tomsoe ommcanne Toro, uro takoe IP-Masquarade m kKak ero HaCTpauBaTh Ha AHIVIMIICKOM S3BIKE, MOXKHO
HoJryauTh 371eck: http:/ /www.ibiblio.org/pub/Linux/docs/HOWTO/ other-formats /html/IP-Masquerade-
HOWTO-html.tar.gz>. B yacruocru, orry1a Hac unrepecyer paszen: 3.4.1. Boibupaem orry 1 nepsblit npumepuuk
(BBIZEIEHHBIN CephIM IBETOM), KOTIMPYEM €ro B (Dailyl u Jemaem 3T0T (Dailyl 3a1myCKaeMbIM.

B agantuposanaoM s Linux Mandrake 9.1 Bune sToT ckpunt MozkHO nory9nTh 31€ech: http:/ /lafox.net/docs/masq/.
st apyTux qucTpuOyTUBOB, BEPOSITHO, HY ’KHO MOMPABUTH Iy TH B IepeMeHHbIX : IPTABLES, DEPMOMODPROBE

B cokparniernom Bujie (6€3 KoMMeHTapueB U HeyHKITHOHATBHBIX BBIBOJOB COOOIIEHWIT) CKPUIT BBITJISITUT TAK:

#!/bin/sh

# mommas Bepcus Haxomwrca szech: http://lafox.net/docs/masq/
IPTABLES=/shin/iptables

DEPMOD=/sbhin/depmod

MODPROBE=/shin/modprobe

EXTIF="eth0"
INTIF="eth1"

$DEPMOD -a

$MODPROBE
$MODPROBE
$MODPROBE
$MODPROBE
$MODPROBE

ip_tables
ip_conntrack
ip_conntrack_ftp
ip_conntrack_irc
iptable_nat

$MODPROBE ip_nat_ftp
$MODPROBE ip_nat_irc

echo "1" > /proc/sys/net/ipv4/ip_forward
echo "1" > /proc/sys/net/ipv4/ip_dynaddr

$IPTABLES -P INPUT ACCEPT
$IPTABLES -F INPUT
$IPTABLES -P OUTPUT ACCEPT
$IPTABLES -F OUTPUT
$IPTABLES -P FORWARD DROP
$IPTABLES -F FORWARD
$IPTABLES -t nat -F

1. IP maker Tak:ke 9acTo Ha3piBaOT datagram.
2. http://www.ibiblio.org/pub/Linux/docs/HOWTO/ other-formats/html/IP-Masquerade-HOWTO-html.tar.gz
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T'aasa 5. Kax pasdamv unmepHem Ha A0KAALHYI CEMb

$IPTABLES -A FORWARD -i $EXTIF -0 $INTIF -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPTABLES -A FORWARD -i $INTIF -0 $EXTIF -j ACCEPT

$IPTABLES -A FORWARD -j LOG

$IPTABLES -t nat -A POSTROUTING -0 $EXTIF -j MASQUERADE

echo -e "done.\n"

JasaiiTe coxpanum 310 B (pailank u HaA30BEeM ero, K mpumepy masq.sh . Jlamee mompasiisieM nepemMeHHbIe:

EXTIF="eth0"
INTIF="eth1"

o EXTIF - 310 Ha3Banue unrepdeiica, Koropwlil “cmorpur” B CrOpoHy LpoBaiigepa.

o INTIF - 370 HazBanue natepdeiica, KOTOPHIH “cMOTPpUT” BO BHY TPEHHIOIO CETh.

Takzke, BOBMOXKHO, CJIe/IlyeT 3aKOMMEHTUPOBATH CTPOKY:
$IPTABLES -A FORWARD -j LOG

OTUM MbI OTKJIIOYUM JiorupoBanue. Hade, B GOJIBIINX CETAX MOIYT BOZHHKHYTH [IPOOJIEMbBI C OIPOMHBIME
pa3mepamu log daiion.
JlaJiee IpoCTO 3alyCKaeM 3TOT CKPUIIT U PALyeMCs TOMY, 9YTO JIOKAJIbHAs CeTh II0JIyYU/ia HHTEPHET. :-)

ITocmoTpeTh Ha TO, YTO CIIEIAJ STOT CKPHUIIT C iptables , MOYKHO KOMaHIOUYKAMU:

# iptables -L
# iptables -L -t nat

[P-mackapaauHT 9aCTO UCTOIB3YETCS COBMECTHO C KAIHUPYIOMIAM TPOKCH-cepBepoM. O TOM, KaK €ro HaCTPOUTh
quTaiiTe 37ech: ['71. 6.
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"naea 6. HacTpoiika Kawunpytouiero npokcmu-cepeepa

IIpokcu-cepsep B JIOKAJIBHOI CETH - II0JIE3HAA MITYKA [T TOr0, 4T00bl cokoHoMuTbh http Tpadux. Ero moxuo u
HY’KHO MCTMOJIH30BaTh COBMeCTHO ¢ IP-mackapamom.

YcranaBIIBaeM Proxy cepsep:

# urpmi squid

Sarem uiem B daituke /etc/squid/squid.conf CTPOKY:

acl CONNECT method CONNECT

BeposTao 3T0 6yaer 1687-as crpoka. [locie Hee BCTaBisieM CTPOKY:

acl mynet src 192.168.1.0/255.255.255.0

riae 192.168.1.0/255.255.255.0 - 3TO Ballla C€Thb, KOTOPad JI0/12KHA UMETh IIPABO II0JIb30BAaThCA ITUM IIPOKCH,

a mynet 3To Ha3BaHwe npasuiia. [IpaBuIo MO2KET UMETh IPYroe uMs, U UX MOXKeT ObITh HECKOJIHLKO. B Harem
npumMepe MbI OyieM ero Ha3bIBaTh mynet .

BHumaHne
He penaiite 3peck poctyn us ceteii Buga 0/0 !!!l To ecTb He OTKpbIBaiTE JOCTYN BCEMY UHTEPHETY.

Temnepb nieM CTPoKy:
http_access allow localhost
U TIOCJIe Hee BCTABJIAEM CJleTyIolee:
http_access allow mynet
3areM mepesaiycKaeM IPOKCU-CEPBep:

# /letc/init.d/squid restart
Taxzke MOxkKeT ObITH 1OJIE3HO 100aBUTH B KOHIE daiina korduryparuu /etc/squid/squid.conf CIIeTYIOIINe
CTPOKU:
» reference_age 1 year :cpok xpaHeHusi 0ObeKTa B K31me. B nanHom npumepe sto 1 ros,.

e maximum_object_size 1 GB :MakCHMaJIbHBIA pa3Mep KIMUPyeMoro oobekra. Bosbine 11'0 He crasbre!

e cache_mgr admin@your.domin.name :email anMuHHCTPaTOPa MPOKCHU-CepBepa. By meT Bumen 115 moin30oBareneit
pu CO3JaAHNAN squid—OM CTPAHUIIL C OTIETAMK 00 OITHOKAX IJIsI TIOJIH30BATEEHH.

» cache_mem 64 MB pa3mep OnepaTHBHON LAMATH, KOTOPbLI MOXKET HCIIOJIb30BaTh squid /s cBOUX Hy2KI.
ObparuTe BHUMAHNE, YTO OH MOXKET UCI0Ib30BaTh Ha 10-20 % Oosibiie, 4eM 3/1eCh YKA3AHO.

e cache_dir ufs /var/spool/squid 5000 16 256 : caMasi MHTEPECHAs Belllb: 3/IECh YCTAHABJIMBAETCI MAKCUMAJIbHOE

KOJIMYECTBO MECTA HA JUCKE, KOTOPOE MOXKeT HCIOJIb30BATh squid Jis XpaHeH!s KIUIMPYEMBIX OObEKTOB.
B mamrom mpumepe sro 5I'6. (5000). 16 u 256 nydrre ocraBuTh Kak ecrhb. Kciu Bbl Mensiere mudpy 5000
B KOH(Hre, TOra Hy2KHO Iepeco3iars Kerr Kkomanaoi # squid -z, npexsapuressno ocranosus squid. Ilpu
9TOM CTapbIi KEIl OyIeT yTepsiH.

e #cache_peer XXX XXX XXX. XXX parent XX 3130 : MOJIe3Had OIIUS, €CJIU Balll TPOBAaIEp MPEIOCTABIAET
BaM CBOH TPOKCHU-CEPBEP. DTOl CTPOKOH MbI COODIIIAEM HAIIEMY TTPOKCH-CEPBEPY, YTO OH TOJI?KEH UCIIOIb30BATH
MIPOKCHU-CEPBEP NpOBaliepa KaK BEAYIIWil, TO €CTh MOCBLIIATh 3alpOChl HE HANPAMYIO K caiitam, a 4depe3
cepsep mpoaiizepa ¢ [P XXX XXX XXX XXX, u mopt XX 3130 - 3T0 BaIl JIOKAJbHbIH TTOPT, ¢ KOTOPOTO Oy Iy T
YCTaHABJIMBATHCA COEJUHEHNS C IIPOKCU-CEPBEPOM IIPOBaiizepa.

3ameuanue: C HEKOTOPBLIMU MPOKCU-CEPBEPAMU NCNONb30BaHue ncxogsawero nopta 3130 moxer He paboTaTb B 3TOM
CJly4ae peKOMeHAyeM NCNoNb30BaTh TaKyto CTPoKy: #cache_peer XXX XXX XXX. XXX parent XX 0 no-query
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T'aasa 6. Hacmpotika K2wupyowezo npokcu-cepeepa

Nrak, y Bac Tenepb eCTh KIMUPYIONHUI MPOKCH-CEPBED s BaIlleil CeTH. 3aMETUM, YTO 9TO, MATKO BBIPAYKASICH,
OYeHb I[I0BEPXHOCTHOE OIKCAHUE HACTPOUKH squid, 4ro Bo3mOKHO 6pocaercst B Ijla3a LPH OLEHKE Pa3MepPOB
daita koudurypamun 3Toro cepsepa :-). Tem He MeHee, STUX IeHCTBUI 0OBIYHO JOCTATOYHO IIJIsT HEOOIBITHX
ceTem.
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Mnaea 7. Hactpoiika FTP cepBepa

[IpoBepsiem ¥TO ycTaHOBJIEH WK yCTaHABINBaeM maker ProFTPd

# urpmi proftpd

Qaiin koudwurypanuu 115t FTP cepsepa ProFTPd 310 /etc/proftpd.conf . Bce macTpoiiky v M3MEHEHUS MBI
Oy/IeM J1e71aTh UMEHHO B HEM.

Bamyckaem cepsep:

# letc/init.d/proftpd restart
poBepsieM PaboTOCIOCOOHOCTH
$ Iftp admin@localhost

BBOJMM I1apoJib nojb3oBaresnd admin. Tenepsb BbinosHseM KoOMaH1y 18 u yOexKaeMcsl, 4TO Mbl HAXOIUMCS B
JIOMAIIHEeM KaTaJjore mojb3oBaress admin. Bemonnsem komanny cd / u ls u y6exxkmaemcsi, aro FTP ceprep
IIYCTHAJI HAC BBIIIE JIOMAITHEIO KATAJ0ra MoJb30BaTesis, YTO 4acTo HEXENATENBHO. Beixoaum wus FTP knuenra
(komamga quit).

YT00bI 9TOMY BOCIPENSATCTBOBATE, nuiiieM B daiie Koudurypaiuu crpouedky DefaultRoot ~ . D10 3Hauwnt,
4TO Mbl “3amupaeM”’ BCeX I0JIb30BaTe/edl B UX JIOMAIIHAX KaTajorax. A eciin HaM BCe-TaKW XOYeTCs IIyCTUTh
KaKOTO-TO TIOIh30BaTe s (IyCTh 3T0 Oy AeT testuser) Boite, qobasssieM ere oany cTpoky DefaultRoot / testuser

Yacro ucnonsiyerca anonnMubiii FTP cepsep (anonymous ftp ). HacrpouTs ero ierko MOXKHO Tak: 100aBbTe
CJIeIYIOIINI KO B KOHeI KOHGUTY pannoHHoro (aiia /etc/proftpd.conf (xarastor /var/ftp/ 0 YMOJTIAHWIO
ABJI€TCA KATaJOroM, IJie JieKaT OOIeIoCTynHble (hallibl U JOMAIIHAM KaTaJOroM IOjb30BaTesd ftp, mos
KOTOPBIM 3allycKaercs aeMon ProFTPd ):

HH R R R R R R
<Anonymous /varl/ftp/>

User ftp

Group ftp

# PaccMaTpuBaTh KIHEHTOB, BOWEAWMX I[IOZ JOTMHOM anonymous xax ftp
UserAlias anonymous ftp

# JluMuT Ha MaKCHMalbHOe KOJIWYeCTBO IOAKINYEHUH Iomb3oBaTens anonymous
MaxClients 30

# He cmpammBaTh THapods M O06ONOUKY.
RequireValidShell off
AnonRequirePassword  off

# orpanuuenue BAIMCU(WRITE) Besme s anonymous chroot
<Limit WRITE>

Order Deny, Allow

DenyAll
</Limit>

</Anonymous>
HH T R

Teneps mepe3amnyckaem ProFTPd cepBep u mpoBepsieM, 9T0 anoHuMHGIH nocTyn Ha FTP paboraer:

$ links ftp://localhost/

Yacro ucnonp3yercs anonnMubIil FTP cepBep, KOTOPEBI TpeocTaBIsieT BO3MOXKHOCTD TOIb30BATEISM 3arPy KaTh
daiinbt Ha ceppep. L1 TOro, 9TOOBI 9TO CaeIaTh, CHATaIa He0OX0IMMO CO3aTh KATAJIOT BHYTPH KOPHS AaHOHUMHOTO
FTP cepsepa, B KOTOPBIit 9TH [OIb30BATE/IH Oy 1y T KMETh JIOCTYIL, ¥ CAEIATH €r0 B e IbIleM 0Ib30BaTe s ftp.

# mkdir /var/ftp/uploads
# chown ftp.ftp /var/ftp/uploads
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I'rasa 7. Hacmpotixa FTP cepeepa

Temnepnb no6aBuM ciaemytomuit Ko KoHurypannonnbrii (paiin /etc/proftpd.conf BHYTPb CEKIIMU <anonymous>
(Hampumep IHepe/ ee 3aKPBITHEM, TO €CTh Iepe]] CTPOKOil </anonymous>):

<Directory uploads/*>
<Limit READ>
DenyAll
</Limit>
<Limit STOR>
AllowAll
</Limit>
</Directory>

Teneps B Karasior /var/ftp/uploads MOJTb30BATETN MOT'Y T 3aJIUBATH (DAMJIBI, HCIO/Ib3Y s AHOHUMHY IO aBTOPHU3AIIHIO.
[Tpu 3ToM dailbl B 9TOM KaTAJIOre HUKTO HE CMOXKET YnTarTh. KC/In BaM 3aX09eTCst, 9TOOBI 3arpy KEHHBIE B 3TOT
KaTaaor (paitipl ObLIA TOCTYIIHBI [IJIsI YTEHWs] AHOHUMHBIM IOJIb30BATEIISIM, TOTIa ITPOCTO 3aKOMMEHTHUPYiTe

(nJin ynaJinTe) Caemyomue CTPOKHT:

<Limit READ>

#
# DenyAll
# </Limit>

Munnmansubie HacTpoitku FTP cepBepa 3akomnuens. Bosiee pacinupentbie HHCTPYKIUHU TOUITATE y cesi B KATAIOTe
lusr/share/doc/proftpd-1.2.7/ , & TaKzKe Ha caiiTe pa3pabOTINKOB 9TOrO qeMoHa http:/ /proftpd.org/
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Mnaea 8. Hactpoiika daitnosoro cepsepa Samba

Samba - 370 daiioBsiii cepBep, coBmecTrMbIN ¢ (daitaoBbim cepsepom M$ Window$. Ero mosesso u y100HO
HCIIOIL30BAaTh B CETH, TE €CTh MAIIUHEI of, yupasaeareM M$ Windows$.

YcranoBka cepBepa:
# urpmi samba
3amyck cepBepa:

# letc/init.d/smb start

[Ipumep koudmra /etc/samba/smb.conf , B KOTOPOM PEeCypChI PACIPE/IETAIOTCA Ha YPOBHE PECYPCOB:

II939999909993999999393990939393993973793993939993993979793

[global]

log file = /var/log/samba/log.%m

guest account = ftp

smb passwd file = /etc/samba/smbpasswd
client code page = 866

character set = KOI8-R

hosts allow = 192.168.1. 127.

encrypt passwords = yes

dns proxy = no

netbios name = SAMBA file server
server string = Samba File Server %v
default = ftp

workgroup = MDK

max log size = 500

log level = 3

load printers = no

security = share

[ftp] ; 9To paboraeT aHalmorudHo aHoHMMHOMYy FIP cepsepy
guest account = nobody

comment = anonymous share

hide dot files = no

map hidden = yes

printable = no

path = /var/ftp

public = yes

guest only = yes

[home-admin] ; 9To mpegmocraBuser mocTyn baepy admin( mon maponeM) B cBoil momamHuil KaTamor
comment = admin Home Dir

writable = yes

valid users = admin

path = /home/admin

1113990909099939399999999999993939399997999339393939939919793

[Ipumep koudmra /etc/samba/smb.conf , B KOTOPOM PeCcypcChl pacupeaeiaioTcs Ha yPOBHE TOIb30BaTe eii:

[global]

log file = /var/log/samba/log.%m

smb passwd file = /etc/samba/smbpasswd
client code page = 866

character set = KOI8-R

hosts allow = 192.168.1. 127.

encrypt passwords = yes

dns proxy = no

netbios name = SAMBA file server
server string = Samba File Server %v
workgroup = MDK
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I'aasa 8. Hacmpotixa datinosozo cepsepa Samba

max log size = 500
log level = 3
load printers = no

security = users

[homes]; 9To maeT BO3MOXHOCTL BCeM IIONb30BATeNdAM IOJNy4YaTh JOCTYH K CBOMM JOMamHMM KaTajoraM
comment = Home directories
browseable = yes
writable = yes

Hy>»kHO0 100aBUTH, 9TO BCE TOIB30BATEH, KOTOPbBIE TIOJIYYal0T IOCTYII Yepe3 Samba 101KHbI ObITh:

1. [Jo6asiensr B cucremy (#userconf --text, userdrake, unu adduser/passwd)

2. JTobGaBjieHbl Kak MoJIb30BaTem samba B /etc/samba/smbpasswd . DTo HYKHO cIeIaTh KOMAaHIOUKOM #
smbpasswd -a admin. ITousarno, wro BMecTo admin Mozker dburypuposars a000# TOIB30BATEND.

[Iposepsiem paboTy, mpeaBapuTeIbHO mepe3amnycTus SMBrIocae peqakTHPOBAHNS KOHPHUTa:

# mkdir /mnt/smb
# mount -t smbfs -0 username=admin,password= [TAPOJIb,codepage=cp866,iocharset=koi8-r //127.0.0.1/home-admin /mnt/s

Paszywmeercs, aTo BMecTo caoBa IAPOJB HY?KHO ITOJACTAaBUTD HAPOJIb moab3oBaresrs admin . [TyTs //127.0.0.1/home-admin
sro cranmaptHoe mjsg M$ Window$ onmcanme pazmensieMbrx pecypcos (TobKo Bee “\” 3amensiiorces va “/”).

OTMOHTHPOBATE 3TO MOYKHO KOMAHIOMH:

# umount /mnt/smb

Bosee narsano myreriectBoBarh 1o pecypcam M$ Window$ uim Samba MOXKHO ¢ MOMOIIBIO MPOTPAMMBI C
rpadugeckum narepdeiicom LinNeighborhood - Bechbma xoporras mporpamma.
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MnaBa 9. Hactpoiika no4Tbi

[TouToBbIil cepBep MOXKET BBHIMOJIHATD 3 HE3ABUCHAIIUE APYT OT Apyra QyHKIUNT:

e Ornpasigrs moury ot noab3osareseii na apyrue SMTP cepsepa. (SMTP a1o Send Mail Transport Protocol ).
OtuMm 3annmaercs Postfix

e [Mpuaumares noury mo SMTP or aApyrux modrToBBIX CEPBEPOB M PACKIAIBIBATDL €€ MO MOYTOBBIM SIITUKAM
MOJTh30BaTe e, ITUM TOXKE 3aHnMaeTcs Postfix

L HpeﬂOCTaBJ’[HTb BO3MOZKHOCTbB IIOJIb30BaTEJIAM C IIOMOIILIO ITIOYTOBBIX KJIHMEHTOB 3&6I/IpaTb CBOIO IIOYTY IIO
nporokojam POP3 unu IMAP. 9tum Postfix  yxke He 3aHmnMaercs :-).

HaunewMm ¢ Postfix

9.1. YcTaHoBka/HacTpoiika no4ToBOro cepsepa Postfix

[IpoBepsem ycTaHOBIIEH JIN TTAKET, CO/IEPZKAIINI TOYTOBBIHN cepBep Postfix
# urpmi postfix

st 3ammycKa cepBepa BBITTOHIEM KOMAaHIY:

# letc/init.d/postfix start

st ocTaHOBA CepBEPA BBIMOIHAEM KOMAHIY:

# letc/init.d/postfix stop

[MouroBssrii cepsep Postfix  cpa3y mocse ycTaHOBKY UMeeT HACTPOMKHU, TO3BOJISIONINE UCIOIb30BATD €ro Kak
SMTP-cepsep Jijist OTLPABKK OYTHL C JIOKAJIbHONR MALLIUHBDI.

Tewm He MeHee, MbI pEKOMEHIyeM U3MEHUTDh B KOHpHUTrypamnuonaoMm gaiire /etc/postfix/main.cf CTIEYIOIINE
[epeMeHHbIE:

¢ myhostname = virtual.domain.tld YKazKHTe 3/1€Ch PeaibHOe MMsl Ballero xocra (Hainpumep, mail.mycompanyname.com.L

e mydomain =domain.tld :Ykaxkure 37€Ch BaIlie MPABUIbHOE IIOYTOBOE JIOMEHHOE UMsI (HapuMep, mycompanyname.com.ua

st Toro, 9To0bI IPEIOCTABUTH BO3MOXKHOCTH OTIPABIATEH nmodry depe3 aror SMTP npyrum xocram B Barei

JIOKAQJILHOI CeTH, Hy»KHO B KOHGUTY parnnoHHoM (aiiste /etc/postfix/main. cf TTPaBUIBHO OTIPEIESITUTH CJIETY IOTIIHe
repeMeHHbIe:
¢ inet_interfaces = all ! 9TO HEOOXOAMMO CJEJIaTh /I TOr0, 9TOOBI K CEPBEPY MOTJIU MOIKJIIOYAThCA HE

TOJIBKO JIOKAJIBHbIE IIOYTOBbIE€ KJIMEHTDI.

o Takrke HEOOXO0IMMO IOIPABUTH HEepeMeHHY 0 mynetworks . Ee M0KHO 3aMeHuTh K mpuMepy Ha: mynetworks
= 127.0.0.0/8, 192.168.1.0/24 , rie 192.168.1.0/24 3TO BaIlla MOJICeTh, ¢ KOTOPOl BbI pa3peniaere
orchuiaTh moury depesd aror SMTP cepsep.

BHumanune

He oTkpbiBaiite goctyn co Bcero mupa! 3a Takumu OTKPbITEIMU CEPBEPAMM OXOTSITCS CNAMEPBI 1 MCMOJb3YIOT
Takue cepeepa Ans paccoinkm cnama. Kpome Toro, B 3ToM Cnyvae MoXHO Takxke nonactb B black-list.

st TOro, 9TOOBI BAIIl MOYTOBBIM CEPBEP MOT MPUHUMATH MMOYTY JIJIS BAIIEr0 MOYTOBOrO JOMEHa, HEOOXOIIMO
9TOOBI BBITTOTHSINCH CJIEIYIOIIHE yCIOBUS:

1. JomKHO OBITH HACTPOEHO BCE ITO OMHUCAHO BBIIIIE.

2.V Bac moxken ObITh cTarndeckuii [P-aapec u mocrosuHoe noakiovenue K ureprer.
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I'rasa 9. Hacmpotika nowmos

3. Y Bac 012KHO ObITH 3aPErUCTPUPOBAHO COOTBETCTBYIOIIEE JOMEHHOe uMs (Hapumep example.com).

4. 3anucy MX Balero goMeHa JI0XKHa yKa3bIBATh HA JaHHBIA XOCT.

He 3abbiBaem mociie BHeceHUs JIOOBIX M3MEHEHWII B KOHGUIH mepe3amyckarh Postfix , Tak Kak m3MeHeHus
BCTYMAIOT B CHJIY TOJIHKO TTOCJIE TTIEPE3ayCcKa 3TOr0 JeMOHa.

JlobaBuM, 9TO JIOTH TOYTOBOTO CEPBEPA HAXOIATCS B Karasore /var/log/mail/ . JImst mpocMoTpa B peasibHOM
PEeK¥ME BPEMEHH JIONOB [I0YTOBOIO CEPBEPa MOXKHO BOCIIOIb30BATbC KOMAH/IOM:

# tail -f /var/log/mail/info
Kpowme Toro, 9acTo 66IBAET MOIE3HO TOCMOTPETH HA 09ePEe b COOOIIEHMIT CepBepa. JTO MOKHO CIE€IATH KOMAHIOIKOM:
# mailq
Ecau Bbt x0THTE (DOPCHPOBATH OTIPABKY MTHACEM U3 0YEPE/IH, ITOTO MOYKHO JTOOUTHCS KOMAHIOM:

# postfix flush

9.2. YcraHoBka pop3/imap cepsepa

Jomycrum, TpoYruTaB IPEbIIYINYI0 9aCTh, BbI YCIENTHO HACTPOUJIU MOYTOBBIM CepBEP TAKUM 00PA30M, 4TO OH
MOXKET OTIPABJISThH U TPUHUMATD MOUTY. Ternepb HyKHO JOOUTHCS TOTO, YTOOBI TTOJIH30BATEN MOTJIN 3a0UpaTh
CBOIO OUTY ¢ cepBepa. st 3roro 00obraHo ucnoab3yercs mporokos POP3 (Post Office Protocol version

3) uwm, pexe, nporokos IMAP. MoxkHO TakzKe HCII0Ib30BATH 3alUIIEHHbIE Bepcun 3TUX 1porokoaos POP3s u

IMAPs.

YcranapauBaeM IakeT imap:
# urpmi imap

OTOoT Haker COAEP2KUT CEPBUCDHI, II03BOJIAIONINE UCIIOJIb30BATb JIFODOIT U3 YeTbIPEX BbIIEOIIMCAHHDBIX IIPOTOKOJIOB.
TeHepb HaM OCTaJIOCh TOJIBKO BKJIIOYHUTH HeO6X0,ILI/IMbIe HaM CEPBHCHI.

TaK, MbI IMEEM JIEJIO CO CJIELYIOIUMHI JeMOHAMMU: i , S S . 3aIlyCKOM 3THX J€MOHOB 3aHIMAETCsI
nu y ipop3 , pop3s ,imap , imaps . 3aity

Jemon xinetd . [Ij1g mpuMepa MbI PACCMOTPUM KaK BKJIIOYUTH JEeMOH ipop3, Kak caMblil MIPOKO UCTIO/IL3YeMBI.
Ananornynbie 1eficTBUS MOXKHO U HY?KHO IIPOBECTH CO BCEMH Y€ThIPbMs JIeMOHAMHU.

Y3HaeM cocTOsTHUE JEeMOHA, TO eCTh OTIpeIesisieM BKJIIOYEeH Jin OH B Xinetd
# chkconfig --list ipop3

Ecau ne BKTIOUEH, BKJIIO9aeM JIeMOH B Xinetd

# chkconfig ipop3 on

OTKII09UTH JEeMOH B Xinetd  MOXKHO Tak:

# chkconfig ipop3 off

O6parure BHUMAHUE, 9TO OIS ON CPa3y 3arpyzKaer TO CEPBUC U JIEJALT er0 aKTUBHBIM, a omnus off  cpasy
BBIKJIIOYAET W BBITPYIKAET 3TOT CEPBUC.

Hukaxoit 1000/ THUTEHHON HACTPOMKHT 3T CEPBUCHI OOBITHO HE TPEOYIOT.
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Mnaea 10. Hactpoiika WWW cepsepa Apache

10.1. YcTaHoBKa 1 npocTeiilias HacTpPoKa
Nucrannamug :

# urpmi apache

3amyck cepsepa:

# apachectl start

Ocranos cepsepa:

# apachectl stop

[Iepesamyck cepsepa :

# apachectl restart

[IpoBepka pabOTOCIIOCOOHOCTH CepBepa.

# links http://localhost/

# echo "<?phpinfo()?>">/var/www/html/phpinfo.php
# links http://localhost/phpinfo.php

Kcraru, aBymst mocie HUME CTPOKAMU BBI TAKKE TPOBEPUTE PAOOTOCIOCOOHOCTH PHP

Jtst TOro, 9TOOBI TPABUIHHO OTOOPAXKAJINCH PYCCKOSI3bITHBIE JOKYMEHTHI, B (aiiste /etc/httpd/conf/commonhttpd.conf

HY2>KHO U3MeHHUTb cTpOoUKy : AddDefaultCharset 1SO-8859-1 Ha AddDefaultCharset KOI8-R nyin Ha AddDefaultCharset

CP1251. Eciin B rere <META> Bamux html 10KyMeHTOB y2Ke mpolucana HyKHasi KOAUPOBKA, TOIa BAM MOXKET
oot BapuanT AddDefaultCharset off

B aitme /etc/httpd/conf/httpd2.conf MOKHO m3MeHnTh: [lepemennyro DocumentRoot /var/www/html
9TO MECTO, I/l HAXOAUTCA KopeHb Bammx html-gokymenTos, nybsukyeMbix B ceru. TakxKe O4eHb 10JI€3HO
ONIPEJICIATD NTepeMeHHy 0 ServerName uMs_Bamero_zoMeHa.

Cepsep nomHOCTHIO TOTOB K padore. [logpobuee, Kakue elne onmuu NOJe3H0 HACTPAUBATH, CMOTPHUTE HUXKE B
pazzese Tpo BUPTYATbHBIE XOCTHI.

10.2. HacTpoliika BUpTyasibHbIX XOCTOB

Temepb MBI PACCMOTPUM HACTPOWKY BUPTYAJIBHBIX XOCTOB. /lomycTum, y Bac ecTb [P-aapec XXX.XXX.XXX.XXX u
cieayomne JoMeHHble uMeHa: hostl.aa ,www.hostl.aa ,aTakyke host2.aa ,www.host2.aa , KOTOpbIe yKa3bIBAIOT
Ha [P-ampec XXX.XXX.XXX.XXX

3aada COCTOUT B CJIELYTOIIEM: HAM HYKHO, YTOOBI Ha, IBa epBbIX JoMeHa (hostl.aa  uwww.hostl.aa ) or3biBasics
web-caiir, (paiiyibl KOTOPOIro HAXOAATCs B KaraJiore /var/iwww/www.hostl.aa/WebRoot ,aHa jaBa apyrux (host2.aa
nwww.host2.aa ) or3siBajicst web-caiiT, pailibl KOTOporo HaxoAATCs B Karajore /var/www/www.host2.aa/WebRoot
Takxke HyKkKHO, 4T00bI paborasn PHP. Kpowme Toro, web-caitt o agpecy www.host2.aa  71071KeH ObITH 1OCTYIIEH
TOJIBKO U3 Hallleil BHyTpeHHell ceru (Tak KakK 9T0 BHYTPEHHUI cailT JJisi KOPIIOPATUBHOIO 1OJIb30BaHUs), 8 BOT
caiiT www.hostl.aa 10/2KeH OBITH JOCTYIIEH TAKKe U U3 BHEITHETO MUPA.

st aTOrO MBI Ccaiestaem ciemytoree: B ¢gaitir /etc/httpd/confivhosts/Vhosts.conf J00aBJIsIeM CJIeIy OIne
CTPOKM:

NameVirtualHost XXX.XXX.XXX.XXx:80

<VirtualHost XXX.XXX.XXX.XxX:80>

ServerAdmin admin@hostl.aa

DocumentRoot Ivarlwww/www.hostl.aa/WebRoot
ServerName www.hostl.aa

ServerAlias hostl.aa

AddType application/x-httpd-php .php

ErrorLog Ivar/log/httpd/hostl.aa-error_log

CustomLog Ivar/log/httpd/hostl.aa-access_log combined

Directorylndex index.html index.php index.htm
AddDefaultCharset KOI8-R
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</VirtualHost>
<Directory

php_admin_value
php_admin_value
php_admin_value
php_admin_value
php_admin_value
php_admin_value

AllowOverride

I'nasa 10. Hacmpotuxa WWW cepeepa Apache

variwww/www.hostl.aa>

safe_mode on

allow_url_fopen off
max_execution_time 30

open_base_dir /var/www/www.hostl.aa/
memory_limit  2M

default_charset KOI8-R

None

Options FollowSymlinks

Allow from all

</Directory>

HHHH R R R R
<VirtualHost XXX.XXX.XXX.XXxX:80>

ServerAdmin
DocumentRoot
ServerName
ServerAlias
AddType
ErrorLog
CustomLog
Directorylndex

admin@host2.aa
Ivariwww/www.host2.aa/WebRoot
www.host2.aa

host2.aa

application/x-httpd-php .php
Ivar/log/httpd/host2.aa-error_log
Ivar/log/httpd/host2.aa-access_log combined

index.html index.php index.htm

AddDefaultCharset KOI8-R

</VirtualHost>
<Directory

php_admin_value
php_admin_value
php_admin_value
php_admin_value
php_admin_value
php_admin_value

AllowOverride

variwww/www.host2.aa>

safe_mode on

allow_url_fopen off
max_execution_time 30

open_base_dir /var/www/www.host2.aa/
memory_limit 2M

default_charset KOI8-R

None

Options FollowSymlinks

Order Deny,Allow
Deny from all
Allow from 192.168.1.0/24

#Allow from all

</Directory>

[Tosicuum HuU2Ke ornmyK, KOTOPbIE MbI HCIIOJIH30BAJIN B HAIIIEM IIPUMEPE HACTPONKM:

e ServerAdmin admin@host2.aa : 9Ta LM OLpeesiser email-aapec, Koropblii Oy AeT HOsAB/IAThCA B COOOIIEHUN
mpu ommOKax cepBepa. MHadwe roBopsi, cepBep OyIeT npeajiarath 00paIaThbCs aMIHUCTPATOPY CEPBEPA TI0
9TOMY aJpecy.

* DocumentRoot /var/www/www.hostl.aa/WebRoot :9TUM MBI OTIPEIEJIsTeM KOPHEBO KAaTaJIOT JIJ1s1 BeO-CepBepa,

rJIe JIesKaT Ha JUCKe (DAIbI BAIIero caiTa.

e ServerName www.host2.aa : 37eCh MBI YKa3bIBAEM UMsI BUPTYaJILHOrO XOCTA, Ha KOTOPOE CEPBEP HOJKEH
OT3BIBATHCs, KOT/Ia ero HabuparioT B Opay3epe.

¢ ServerAlias host2.aa :9T0 riceBoHNM ServerName. 9TuM MbI O0bICHSIEM, UTO IO UMeHaMu WWW.host2.aa
u host2.aa OyJer mOsBIATHCS OaWMH U TOT ke caiit. Takum 06pa3oM MOXKHO TEPEYHC/IUTh BCE JOMEHHBIE
AMeHa, €CJTH UX HECKOJbKO, Ha KOTOPbIE Oy IeT OT3bIBATLCS JAHHBIN BUPTYAIbHBIN X0OCT. Bee 3Tu moMeHHbIE
UMEHA TOJIPKHBI UMETh COOTBETCTBYIOINIYIO 3amuch B DNS.

¢ AddType application/x-httpd-php .php
paciiupenuem .php .

1 9Ta ONIUA BKJIIOYaeT uHTeprnperaTop PHP m11g 1OKyMeHTOB ¢

» ErrorLog /var/log/httpd/host2.aa-error_log : B 3TOT QailsT MUIIETCS XKYPHAT OIITHOOK cepBepa.
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I'nasa 10. Hacmpotra WWW cepeepa Apache

e CustomLog /var/log/httpd/host2.aa-access_log combined : B ITOT (hailJI MUIIETCs 2KYPHAJT O MTOCEIIEHUIX
BaIero caiira. combined o3magaer moapodHLI 0T, Ecan Mmajio mecTa Ha AMCKe, MOYKHO HCITOJIb30BATH TPOCTOI
JIOr common

¢ Directorylndex index.html index.php index.htm : 9TUM MBI TOBOPUM, UTO HHIEKCHBIMU (ailjiaMu KaTajgoros
OymyT daitnbr ¢ mmenamu index.html , index.php , index.htm

¢ AddDefaultCharset KOI8-R ! 9TUM MBI 3aCTaBJgeM CepBep caaTh B http 3arosioBke KoampoBky KOI8-R .
Eciu 310 He yKa3biBaTh, cepBep NIJIET [0 yMosrdanuio 1SO-8859-1 . Urobsr Apache BooOIie HU4Ero He ciiaj
B 3aroJioBke, mocrasbre AddDefaultCharset off . B Trakom BapuanTe 6pay3ep OyaeT pyKOBOICTBOBATHC
reMm, uro Hanucano B <META> parmux html nokymenTos.

e php_admin_value safe_mode on :3ta ommus 3acraBiasger PHPpaboTars B 6e30acHOM peKUMe. DTO 3HAUNT,
4TO OJIOKMPYIOTCS HEKOTOPbIE OnacHbIe (PyHKIIH PHP

¢ php_admin_value allow_url_fopen off : 9TUM MBI 3anperniaeM PHPOTKPBIBATH COeIMHEHNS C BHEIITHUMH
cepBepamu ¢ momotpio ¢yuakiuit fopen() , file() u T.7.. To ectb Oj0Kupyem Takue AeificTBus, Kak <?
$content=file(http://lafox.net/’);?> .

e php_admin_value max_execution_time 30 :9TUM MBI YKa3bIBAEM, YTO CKpHUIT PHPHY2KHO 0OPBIBATD IIOCIE
30 cexyHna pabOThI. DTa ONIKS BAXKHA [IJIs TPEJOTBPAIEHUS 3AINKINBAHNN, 8 TAK K€ CHU?KAET OMACHOCTH
“DoS” arak Ha cepBep (aTak Ha OTKa3 B OOCTYKUBAHWUN).

e php_admin_value open_base_dir /var/www/www.host2.aa/ : 9TUM MBI 3anperrnaeM BceM pyakmusy PHP
JOCTYII K paiitam, HaXOIANMCS BBIITE KaTasora /var/www/www.host2.aa/ . DTOT 3amper He JAeT BO3MOKHOCTD
BAIIIMM T10JIb30BATEJISIM BBIIIOJIHATH TAKUE BPEIOHOCHbBIE onepaliun, Kak <? $content=file('/etc/password’);?> ,
YTO 3HAYUTETHHO YBEIUIUBAET 3AIIUTY CEPBEPA OT ATAK W OIMIHOOK MpY MporpaMMupoBannu PHRCKpUITOB.

e php_admin_value memory_limit 2M ! 3TUM MBI OTPAHUYIUBAEM Pa3Mep MaMAaTH, KOTOPBIN MOXKET UCTI0JIb30BATh
PHRckpwumT. 9TO BAXKHBIN TapaMeTp, TaK KaK OH MPEIOTBPAIIAET MEPErPY3KY CePBEPA N3-3a ONUOOK B CKPUTITAX,
BBI3BIBAIOIINX HEOIPAHWYEHHOE WCIOJIb30BaHNME NaMATH. TakK Ke 9TUM Mbl yMEHbITaeM OmacHocTh “DoS”
aTak.

¢ php_admin_value default_charset KOI8-R 1910 3acrasiser PHPnocsutaTs B HTTP3aromoBke nHGOpMaInio
0 Koauposke JaHHbix. O0parure BHuManue, uTo onus AddDefaultCharset , OIIMCAaHHAS BBIIIE, He TeHCTBYeT
Ha PHPckpuntol.

o AllowOverride None :omius 3ampernaer IepeKpbIBATh HACTPOHKH 0011iero Koudur-daitna gaitmom .htaccess
Ecmm BbI XOTHTE OCTaBATD 9TY BO3MOXKHOCTH, HanwmmuTe AllowOverride all

¢ Options FollowSymlinks ! pa3perniaeT UCMOIb30BAHNE CUMBOJINIECKAX CCHLIOK.

e Order Deny,Allow :ompesmensieT MOpSI0K TPUMEHEHNS TTPABHJI TI0 3aITPEIEHNIO U TTPEIOCTABIEHUIO JOCTYTIA.

e Deny from all :3ampemniaer JO0CTyn K 3TOMY BUPTYaJIbHOMY XOCTY OTOBCIOILY.
e Allow from 192.168.1.0/24 : 9Ta ONIMA pa3pelnraeT JOCTYII K callTy u3 cetu 192.168.1.0/24
¢ Allow from all : paspenaer JIOCTYI K HallleMy BUPTYaJIbHOMY XOCTY OTOBCIOJLY.

Hns yeranoskn CGI sBepcun php (310, HampuMep, MOIE3HO B CAyTae, €CIN HYKHO BLIMOIHATH CKPUITHI Ha php
B KOMAHJIHOI 0060/I0YKe), yCTaHABIMBAEM

# urpmi php-cgi

10.3. OrpaHnyeHne goctyna

Jomycrum, Ham HEOOXOIUMO OIPAHUIUTD JOCTYII B OIIPeIe/ieHHbIi KaTajior web-cepsepa 1o ajpecy, HanpuMmep
http://www.host2.aa/private/ . MBI xoTHM, 9TOOBI TyJa MOTJIM TOMACTH TOJBKO MOJIH30BATENN U3 CETH

10.10.11.0/24 . toT web-aapec B HaIIEM CITydae COOTBETCTBYET (hU3NIECKOMY KATAJIOTy Ha IucKe /variwww/iwww.host2.aa/W
Torma Ham HYKHO 100aBUTH B KOH(pUT-Daiia TaKoit 0I0K:

<Directory  /var/lwww/www.host2.aa/\WWebRoot/private>
Order Deny,Allow
Deny from all
Allow from 10.10.11.0/24

</Directory>
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I'nasa 10. Hacmpotuxa WWW cepeepa Apache

Tenepnb, oIy CTHM, HaM Hy2KHO 9TO0BI IpU BXoe Ha web-aapec http://www.host2.aa/admin/ , 4TO COOTBETCTBYET
dusnueckomy Karajory Ha aucke /variwww/iwww.host2.aa/WebRoot/admin , CepBep 3aIpalluBaJj JIOTUH U
mapob W MPOIyCKaJl TyJa TOJbLKO TMOJjib3oBaTeseir admin u manager c¢ mapojaMmu adminpass um manpass
coorBercTBeHHO. Torma caadaa g00aBasgeM B KOH(MUIYPAIMOHHDIH (Paiia TaKoi OI0K:

<Directory  /var/www/www.host2.aa/WebRoot/admin>
AuthName "ADMINSTRATOR AREA"
AuthType basic
AuthUserFile "/var/www/www.host2.aa/.htpasswd"
Require valid-user
Allow from All

</Directory>

Barem cozmaem daiin ¢ joruHaMu U napossiMu fvariwww/www.host2.aa/.htpasswd . 1711 3TOTO BBITIOTHSAEM
CJIAYIOILY IO KOMAH/ILY:

htpasswd -c /var/www/www.host2.aa/.htpasswd admin

7 BBOJIMM JBAZK/IbI TAPOJIh. KIIIOUHK -C TOBOPHUT O TOM, 9TO MBI CO3JaeM HOBBIH (hait mapoiieit. CooTBETCTBEHHO,
Ip¥ JOOABTEHNH HOBBIX TIOT30BATEEH 3TOT KIIOYNK NCIIOIb30BATh HENMb3s. Tenepb 700aBUM BTOPOTO IMOIB30BATES:

htpasswd /var/mwww/www.host2.aa/.htpasswd manager

Ilo 3ampocy BazK/bl BBOJAUM HapoJb (B HameM mpumepe manpass). Ileperpyzxaem cepsep u nmpoBepsieM, 4TO

Tereph TIpU Bxo e Ha http://www.host2.aa/admin/ , CEpBEP 3aIMPOCUT JIOTWH U TAPOJIb.
3ameuanue: BHumanne: BaxHo, 4TobbI chaiin var/www/www.host2.aa/.htpasswd VMEN NPaBa Ha YTEHMWE A5 MOb30BaTeNs]
apache .
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B mexoTOphIX Ccayvaax neobxoaumo ycTanosuTh SQL cepsep MySQL. CrenaTs 3T0 HECIOKHO:
# urpmi mysql

Byner ycranosnen kak cepsep, Tak U KJIUEHT.

Ocramnoska cepsepa :# /etc/init.d/mysql stop; 3anyck cepsepa:# /etc/init.d/mysql start. [Iposepurs cocrostrme
cepsepa MOKHO KoMaH10ii mysqladmin -uroot status .

JlaBaiite co3maanm HOBYIO 6a3y mamubix (Hampumep mydb), cozmaaum nosp3oBaress (ranpumep mydbadmin) u
HACTPOMM €My IMpaBa, MPU KOTOPBIX OH OyJeT MMeTh MOCTYI K 3Toi Oase. [lapob s gocryna mycTh OyaeT
MyPas

Coznmaem 6a3y namnusix mydb rax: # mysqladmin -u root create mydb. 3arem no6asiistem moss30Baresnst mydbadmin
¢ maposem MyPas. Ilpu aTom pa3peraem emy J0CTYI K ero 6a3e JaHHBIX TOJIbLKO ¢ localhost

# mysql -uroot mysql -e \
"insert into user (host,user,password) values('localhost’,’mydbadmin’,PASSWORD('MyPas’));"

Temepsb BeIZaEM MOIB30BaTE 0 Mydbadmin mostabIe TpaBa aisa 6a3s1 mydb. Ipur sTom moaws3osaTers mydbadmin
IDO-TIPpEKHEMY HHUYIEro He MO2KeT CAejIaTh C APYIrUMHU 6BBaMI/I JaHHDBIX:

# mysql -uroot mysql -e \
"INSERT INTO db VALUES (localhost’,’mydb’,’mydbadmin’,”Y’ ;"Y' "Y' 'Y", Y 'Y, 'Y 'Y 'Y 'Y);"

[Tocsie sToro nepesamyckaem SQL cepsep zyist Toro, 4robbr n3MeHeHus Bouwtn B cuiay: #mysqladmin -uroot
reload

WTor: cepBep yCTAHOBJEH, B HEM CO3/aHa HOBas 0a3a JaHHBIX M 3aBEJEH MOJb30BATEb, UMEIOMUH MOTHBIE
mpaBa 171 paboThI ¢ 3Toi 6a30it marubix. Temeps gaBaiiTe ciemaem nmpocTeiime omepanun ¢ 6a30ii (IPOCTO A1t
Da3MUHKH :-)).

Coznaem mpoOHYO TAOIHILY test
# mysgl -umydbadmin -pMyPas mydb -e "create table test(id int,name char(255));"
BcrapisieMm B co37aHHy0 TaOIUILY 2-€ 3aMUCH:

# mysql -umydbadmin -pMyPas mydb -e \
"insert into test values('l’,’namel’);insert into test values(2,’name2’);"

Boeibupaem Bce 3amucu u3 Hameit Tabandku test

# mysqgl -umydbadmin -pMyPas mydb -e "select * from test"
S S — +

Yb6uBaeMm CO3IaHHYIO HAMW TaOIMYIKY test :

# mysql -umydbadmin -pMyPas mydb -e "drop table test"
Kak MbI BHMM, cepBep pabOTaeT HOPMAJTBHO.

He 3abyapre mobaButh gemona mysqld B aBTO3arpy3ky:

# chkconfig mysqld on
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Mnaea 12. NMpuno>xeHust ansa paboTbl Ha Ka>kAblii AeHb

B 37001 ri1aBe MbI paccKaxkeM O TOM, KAKHe [IPUJIOXKEHHS MOKHO KCIIOIb30BaTh B LINUX J1Jisl pellleHns TOBCEIHEBHBIX
33184, JJI51 KOTOPBIX UCITOIB3YeTCst paboUast CTaHIms. [ J1aBa B OCHOBHOM TIPETHA3HAYEHA 1151 OBICTPOI aJaTaIln N
B cpere Linux. .

12.1. NMo4Tta n NnTepHert

12.1.1. bBpay3epbl

B 3-x ancKOBBIN KOMILJIEKT TIOCTABKU BXOIAT CJIEIYIOIINe Opay3eph:

1

e Mozilla °:mpekpacHbIit 6pay3ep ¢ OTKPBITHIM UCXOIHBIM KOIOM.

« Konqueror 2:nemuoro obsieryennblii 6paysep, unrerpuposannbiii B KDE Taxzke Bbiosnger GyHkimu Haiiaiosoro
menemzkepa KDE(namomunaer “niposoauauk” 8 M$ Window$).

. galeon3 : 6payzep cpeapt GNOMBcHOBaHHbBIH HA si/ipe ipoekTa Mozilla . Beenersr HeKOTOPbBIE yCOBEPIIEHCTBOBAHUS
unrepdeiica.

Taxzke BXomsaT Opay3epbl, pAbOTAIOIINE B TEKCTOBOM PEKUME:

o lynx4 : mpocTeitmuii u3 Opay3epoB, HO WHOT/IA, TOJIE3HBIN XOTS ObI /IJTsT TECTUPOBAHMUS.

o links® : JJOBOJIBHO 1IPOJIBUHY T TEKCTOBbL Opay3€ep, YMEIOIMil JIe/IaTh HOYTH BCE, YTO JIeJIaloT Opay3epbl ¢
rpadguIeckoit 060JI0UKOIM.

Kpowme Toro, cyriecTByoT KoMMepUyeckue Opay3ephbl:

« Opera®: Ha JaHHLIH MOMEHT ICTOPHIHI HaBepPHOE CAMBIH Ty IIHit 13 6pay3epos. Jlerkuit 1 MEOrodyHKITHOHATLHEILL.
Ero Bcerza MoKHO ckagarh ¢ caiita npoussojurens http:/ /www.opera.com.

12.1.2. No4TOBbIE KANEHTbI

[TouroBbie KaueHTsI ¢ rpaduaecKkoit 000109KOIt

o kmail ® oTsimuHbBI IOYTOBLI KUeHT, uHTerpuposanublii B KDE Yem-To nanoMunaeT TheBat . ViMeer BCTPOEHHYIO
aJIPECHYIO0 KHUTY, MOKET MPOCMaTPUBAThH MUCHMa, Kak B TeKCTOBOM ¢opmare, Tak u B html. TIpekpacto
paboTaeT ¢ TaKUMU CHCTeMaMu 3amuThl nadopmanun, Kak GnulPG.

9

e Evolution 7: ToxKe 3aMedyaTeIbHBIN MOYTOBLIA KIMEHT U opraHaiizep. Yem-to mamomuuaer Micro$oft Ex-

change.

TakKe ecTb BCTPOEHHbBIE IOYTOBbIE KJIMEHTHI B Opay3epax Mozilla 1 Opera . CyiiecrByer ere HeCKOJIbKO MeHee
pPacIpoCTPpaAHEHHBIX KJIUEHTOB.

B Linux cyuecrBytoT Tak>Ke KOHCOJIbHbBIE (TEKCTOBbIE) II0YTOBbLIE KJIMEHTbIL:

o mutt'’: KOTOPbBI BXOJUT B CTAHJAPTHYIO IIOCTABKY.

. pine]1 MOIIHBIN IIOYTOBBII I NEWS KJINEHT, KOTOPBIA I0YEeMy-TO B IIOCTABKY HE BOIIEI.

http:/ /www.mozilla.org

http:/ /www.konqueror.org

http:/ /galeon.sourceforge.net/

http:/ /lynx.browser.org/

http:/ /links.sourceforge.net/

http:/ /www.opera.com

http:/ /kmail.kde.org/

. http://www.ximian.com/products/evolution/
10. http://www.mutt.org/

11. http://www.washington.edu/pine/

O PO UT R LN =
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Hy2>kHO0 Takzke yIoMaHyTb, 9TO B KOMaHIHOI cTpoKe cyiecTByer craggapraag aigg UNIX yruaura mail.

12.1.3. Yatbl n 0buweHne

HaunewMm ¢ IRC kinenTos :

o XChat 2 : momreitmmit IRC knuent. MMeer ouens ya06HbI Tpadmaeckmii mHTepdeiic I Maccy yI00HLX (DyHKIITI.
Jlerko nacrpanBaercs. XChat MOKHO TakzKe MCIOIb30BATH B KOHCOJIbHOM BAPUAHTE.

o ksirc'® : Heckombko ympormenusiit IRC kanentT, Bxoasmmii B cocras KDE

o BitchX™ : ouens mormubiit Korconbabii IRC KiueHT.

Kpowme Toro, bpay3ep Mozilla wmeer cBoit mpocrenbkuii BcTpoennsiit IRC kiimenT.
Teneps 06 ICQ :

« licq" : nommodyrkmmonamsueit ICQ kament ¢ rpaduuecknm naTepdeiicom.

. centericq“": 310 KoHcoubHbI ICQ kiauent, coBmectuMbiii ¢ ICQ2000. Takxke moxker paboTarb KaK KJIMEHT

Yahoo!, MSN, AIM u IRC. Boo6mem Bce B 0gHOI KOPOOKeE.
o mICQ": 310 TexcToBbIil K0H “Mirabilis ICQ”.

ICQ kuenTsr centericq  u micq He BXOAAT B OCHOBHBIE 3 IMCKA AUCTPUOYTHUBA, HO OOBITHO TPUCY TCTBYIOT HA,
‘" . r
contribs CD”.

12.1.4. Kavanku u FTP knnexTsbi

Bce 6paysepsbr, onucanmabie B pa3zesie o Opay3epax Bbiie, BriojiHe xoporiro paboraior Kak FIP kinuentor. Kpome
Toro, cymecrByer crangapraas miss UNIX yruura ftp . Odenb pacimmpenHasi BepCusi KOHCOJbHON YTUIATHI
ftp arolftp .IIMmeer pe:kuUMBI JOKAYKH, 3€PKATUPOBAHNSI, TAKETHOIO BBITOJTHEHI S KOMAH/ ¥ TaK najee. Takxke
CyLIEeCTBYeT u3BecTHas Kadaika wget, koropas paboraer kak ¢ FID, rak u HTTP.

Otrnespuo MoxxHO BeiHecTH baiinosbiit Menemxep MidNight Commander , koropslil uMeer BcrpoeHHbIe ftp u
sftp KmeHTL.

Takzke TOCTABJISAETCST MHOXKECTBO YTUIUT ¢ Tpaduaeckum nHTepdeicom:

o kgetls: BcTpoennbiit B KDEMenerkep 3akadek. JJToOBOIbHO TPOCTOM, HO /171t DOTIBITHHCTBA HY 2K/ BIIOJIHE JOCTATOYEH.

« gftp": nososbHO MomHE ftp/ ftps kimenT ¢ rpaduecknm naTepdeiicom. Ero mocratouno npakTuaeckn Ha
BCE CJIy4au >KU3HU.

Ectb eme HeCKOTBKO XOPOIIHX rpaduIecKux yTUIuT A7 padorsl ¢ FTP, KoTophie He BOILIN B OCHOBHBIE JUCKU
aucrpubyTHBa, HO 3aT0 HPUCYTCTBYIOT B Habopax “contrib”

« kbear®: MuOrobyHKIMORATBHBIH ftp KIMEHT ¢ OrpOMHBIM KommaecTBOM (dyHKImiT 1 Bo3MOKHOCTE . Mosker
MepeKaInBaTh (hAIbI C OHOTO CEPBEPA HA, APYTON MUMO KJIUEHTCKOM MAITUHBI, 1€JIATh IEPEKOINPOBKU NMEH
GaiisioB n3 OHONW KOMOBOH TAOJUIBI B APYTYIO U T1. kbear mMeeTr cOBpeMeHHBIH U yI0OHBIN rpadmaecKuii
MOIh30BATEIHLCKUIH HHTEp(dEiic. ITO HaBEPHOE CAMBIil MOIITHBIH ftp KJIMEHT Ha JaHHbII MOMeHT. IMeeT pycckmit
uuaTepdeic moIH30BATETS.

w7

o nt*! (Downloader for X): 310 nporpamma asisgercd “kaubkoit” ¢ ussecruoro 1o M$ Window$ download
venemkepa ReGet. Paboraer kak ¢ FTP rak u ¢ HTTP. meer npumepHO Takoii yKe BHEITHUI BUJ U IPUMEPHO
TaKkyio ke (PyHKIMOHATLHOCTH, Kak W reget . B momosHeHme, ¢ HUM MOXKHO PadboTaTh 0e3 rpaduaecKkoro

12. http://xchat.org/

13. http://www.kde.org/

14. http:/ /www.bitchx.org/

15. http://licq.org/

16. http:/ /konst.org.ua/centericq/

17. http://www.micq.org/

18. http://kde.org/

19. http://www.gftp.org

20. http://kbear.sourceforge.net/

21. http://www.krasu.ru/soft/chuchelo/
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unrepdeiica, TO ecTb ¢ KOMaHIHOH Crpoku (IpuMmepHO TakKke, Kak ¢ wget). IImeer pycckuil unrepdeiic
M0JIb30BATEJIS.

12.2. OcbucHble nakeTol

11 BBIIOJTHEHU S OOBITHBIX O(DUCHBIX 337149 MOXKHO HUCIIOJIb30BATh:

+ OpenOffice™: kpyunubiii oducHblil HAKET, 03B/ 00PAOATHIBATD TEKCTOBBIE JJOKYMEHTbL, 3JIEKTPOHHbIE
TaOJINIIBI, TPE3EHTAIINN, & TAK¥Ke CO3/aBaTh PACTPOBBIE M BEKTOPHBIE M300pakeHus. B mocrarodHoil mepe
copmectnM ¢ takumu Gpopmaramu M$Office, kax .doc , xlIs

« koffice®: obwucuprii maker, anamornunbiii no gynkunonamsroctn M$ Office. Takxe kak u OpenOffice, B
6osbInoit crenenn coMmectuM 1o ¢popmaram ¢ M$ Office.

O6a 31ux 0UCHBIX TTAKETa 0YEHb YI00HBI 119 pabOThI, 0OCOOEHHO €CJIN CO3/IaBaTh B HUX JOKYMEHTHI C HAYAJIA,
He Tama 3a coboit nacaeque M$ Office.

12.3. PaboTta c rpadukoii

o JIis pUCOBAHUA PAcTPOBOil TpadpUKH HCHOIb3yeTca GIMPY, D10 KpymHbIi makeT Mo 06paboTKe pacTpOBOil
rpadg UK, aHAIOIMYHLIA o dpyHKIroHaasaocTH Adobe® Photoshop ©.

o JIna sekTopHOI Tpaduxm: oodraw?, BeKTOPHEIH peJaKkTop, BXOAMII B cocTas maxeta OpenOffice.Org
Yem-ro nanomunaer Corel ® Draw™

« CKaHEpOBaHHE: Xsane’® - MOIHeHAd YTHNTA, 1J1g PAbOTHI CO CKaHepoM. VIMeeT MHOYKECTBO BO3MOKHOCTET
u dyukimit. Paboraer ¢ OrpoMHBIM KOJHYECTBOM CKaHepoB. CKAHUPOBATH M300PAKEHUsT MOKHO TaKKe W3
GIMP

12.4. My3blka n Buaeo

HpOﬁ,ﬂeMCH 10 YTUJINTAaM JJId TPOUTPHIBAHUA MY3bIKW:

« XMMS: (X MultiMedia System) nporpamwma, anamormanas WinAMP. Yueer urpars .wav , .mp3, .0gg u
MHOKeCTBO Apyrux ¢popmaTos. Moxer npourpsiBarh ayano CD. C momomnibio Xmms MOXKHO TaKKe MIPOCMATPUBATH
HEKOTOPbIE BHJIEO B HEKOTOPLIX (popmarax. Mmeercs BO3MOXKHOCTb CMeHbI “CKUMHOB” u mpodune (pyHKLINH,
mpucyrcrByiomie B WinAMP.

» mpg123* npocroit KoHCOMBHBL npourpbiBaTes Mp3. Y 106HO UCHOIB30BATh B CKPHITAX WIH LPU BBI30BE
BHeImHeH mporpamMmmbl. Hanmpumep, BbI MOXKeTe BI3BATH MPY123 npu Moy YeHrr HOBOTO MTHCHMA, UJTH HACTPOUTH
[JIAHWPOBIIUK 33/1a9 HA, BHITIOJTHEHUE ITOI ITPOrPAMMBI, IIPOIIE TOBOPS MOCTABUTH Oy IMIHHUK.

+ 0gg123”: mpoctoii kKoHCOMBHBI MponrpsiBaTens Vorbis ogg. Touno rakoit kak mpgl23 HO TOIBKO Urpaer
ogg BMecTo mp3.

« grip®”: uporpamma c rpacduueckum unrepdeiicom st cusrus necen ¢ ayano CD. Yveer cpasy KOHBEPTHPOBATD
necuu B mp3/0gg.

o kmidi®" Xoporuuit npourpsisaresis MIDI daitios.
CyTecTByeT elme MHOYKECTBO YTH/INT [Ig IPOUTPHIBAHIA U PeIAKTHPOBAHIS 3BYKOBLIX (baiiIoB.

Temepb 0 TpOCMOTPE BUIEO:

22. http://openoffice.org/

23. http:/ /koffice.kde.org/

24. http://www.gimp.org/

25. http://www.openoffice.org/
26. http://www.xsane.org/

27. http://www.xmms.org/

28. http://www.mpg123.de/

29. http://www.vorbis.com/

30. http://www.nostatic.org/grip/
31. http://kde.org
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mplayer®: Quennb xopouuii npourpbisareis Bujeo. 3uaer 44 ay o u 110 Bujeo kogekos. Mozxker npocmarpusars
DVD. Moxet paborars kKak B X, TaK U B KOHCOJIbHOM Bapuante. MoxkeT paboTaTh JaxKe B TEKCTOBOM PEXKIME,
MOKa3bIBasi (PUIIBMBI C OMOIIBIO 00BIYHBIX OYKB. IMeer Takke cBoil encoder, MO3BOSIONINI yIIAKOBBIBATD
BUJICO B MHOXKeCTBO popmaros, Bkiodasd DivX u XviD. 9romy nseepy MoKHO “HOJJ0KuTh” 1EKO/IEPHI,
ckommuupoBanubie 115t M$ Window$ (d1l mim acx) u on cpa3y HaduHET MPOUTPHIBATH (hOpMAT, IEKOIUPYEMbIi
9TUM JEKOJIEPOM.

xine®: Toxxe 3aMevaTeNLHBIN IIIeep ¢ KpacHBLIM HHTepdeiicom. VMeeT MHOXKECTBO TPHATHBIX (yHKITHIL.
MozkeT npourpsIBATHL OYEHb MHOIO (DOPMATOB BHIEO.

32.
33.
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MnaBa 13. OcHoBHble ccbinku no Mandrake Linux

Hwuxke npuBeieH CIMCOK pecypcoB, HA KOTOPHIE CTOUT OOPATUTH BHUMAHUE.

Odunuansueri caitt Mandrake Linux na pycckom sa3sike: http:/ /mandrakelinux.com/ru/. 9o rnaBubLii
HCTOYHUK mony4enns uadopmanyn no Mandrake Linux.

Odunuanbusre cnucku pacesbiiok Mandrake Linux expert-ru - nnewbie-ru  : http://mandrakelinux.com/ru/flists.php?
D10 odumaIbHOE COODIECTBO PYCCKOA3BIYHBIX mojb3oBaresneii Mandrake Linux, rje MoxkHO HOTyYuTH
OeCTIaTHYIO TOAIEPKKY U OOCYIUTHL WHTEPECYIOIIne BOMpockl Ha TeMy Mandrake Linux.

Apxus pacceiiok Mandrake Linux expert-ru u newbie-ru
« http:/ /archives.mandrakelinux.com/newbie-ru

« http://archives.mandrakelinux.com/expert-ru

Hoxkymenramus na pycckoM 1o Linux Mandrake: http:/ /mandrakelinux.com/ru/fdoc.php3.

Kuny6 mosnb3oBareneit Mandrake Linux: crpanuia Kiiy6a Mandrake na pycckom http:/ /mandrakelinux.com/ru/club/
u u caiit Kny6a (#a muorux sa3sikax) http:/ /www.mandrakeclub.com.

Paccoinka HOBOCTEIT Ha subscribe.ru, nocssmennas Linux Mandrake: http://subscribe.ru/catalog/comp.soft.linux.mand

Takzxe npuriamaem noceruts Hau (opym noauepzxku http:/ /Lafox.net/support/, rie Bbl Mmozkere ocTaBUTb
CBOVM KOMMEHTAPHUH ¥ MMPEIJIOKEHNS K JAHHOMY pyKoBoacTBy. Criacuoo.

VYaauu!
Lafox.Net Team
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